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FRSECURE CISSP MENTOR PROGRAM LIVE 
STREAM
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Quick housekeeping reminder.
• The online/live chat that’s provided while live streaming on YouTube 

is for constructive, respectful, and relevant (about course content) 
discussion ONLY.

• At NO TIME is the online chat permitted to be used for disrespectful, 
offensive, obscene, indecent, or profane remarks or content.

• Please do not comment about controversial subjects, and please NO 
DISCUSSION OF POLITICS OR RELIGION.

• Failure to abide by the rules may result in disabling chat for you.
• DO NOT share or post copywritten materials. (pdf of book)

THANK YOU!

http://creativecommons.org/licenses/by-sa/4.0/


We’re through Chapters 1, 2, 3, and part way into Chapter 
4!​

• Check-in.​

• How many have read Chapter 1, 2 & 3?​

• Questions?​
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GETTING GOING…
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Managing Risk!

Let’s get going!

Study Tips:
• Study in small amounts frequently (20-30 min)
• Flash card and practice test apps help
• Take naps after heavy topics (aka Security Models)
• Write things down, say them out loud 
• Use the Slack Channels
• Exercise or get fresh air in between study sessions  

http://creativecommons.org/licenses/by-sa/4.0/


• Shout Out to Chris for a great class!

• Ready for more?

• We are close to the finish

• USE the Discord channel to connect with others

• Ask questions in #questions in slack 

• Check-in.

• How many have read Domain 7?
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GETTING GOING…
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Great job last week! We’re almost through Domain 7 (Security Operations)

Let’s get going!
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How about a dumb dad joke?
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DAD JOKE
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Before we get too deep into this.

It's inappropriate to make a "dad 
joke“ if you're not a dad.

HAHAHAHA

Moving on…

#MissionBeforeMoney
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DOMAIN 7
SECURITY OPERATIONS
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Review
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The Security Architecture and Engineering domain covers topics relevant to 
implementing and managing security controls across a variety of systems. Secure 
design principles are introduced that are used to build a security program, such as 
secure defaults, zero trust, and privacy by design. Common security models are also 
covered in this domain, which provide an abstract way of viewing a system or 
environment and allow for identification of security requirements related to the 
CIANA+PS principles. Specific system types are discussed in detail to highlight the
application of security controls in a variety of architectures, including client- and 
server-based systems, industrial control systems (ICSs), Internet of Things (IoT), and 
emerging system types like microservices and containerized applications.

http://creativecommons.org/licenses/by-sa/4.0/
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DOMAIN 7: SECURITY OPERATIONS
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https://www.isc2.org/-
/media/ISC2/Certifications/Ultimate-
Guides/UltimateGuideCISSP-Web.ashx

Caution!
Concepts overlap 
between domains. 

http://creativecommons.org/licenses/by-sa/4.0/
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DOMAIN 7: SECURITY OPERATIONS –
OVERVIEW
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https://www.isc2.org/Certifications/cissp/Certification-Exam-Outline

• Understand and comply with investigations

• Conduct logging and monitoring activities

• Perform Configuration Management (CM) (e.g., 
provisioning, baselining, automation

• Apply foundational security operations 
concepts

• Apply resource protection

• Conduct incident management

• Operate and maintain detective and 
preventative measures

• Implement and support patch and vulnerability 
management

• Understand and participate in change management 
processes

• Implement recovery strategies

• Implement Disaster Recovery (DR) processes

• Test Disaster Recovery Plans (DRP)

• Participate in Business Continuity (BC) planning 
and exercises

• Implement and manage physical security

• Address personnel safety and security concerns

Part 1 – Session 9 Part 2 – Session 10

http://creativecommons.org/licenses/by-sa/4.0/
https://www.isc2.org/Certifications/cissp/Certification-Exam-Outline
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Quick Review
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First, you MUST define what an “incident” is.

An event is something that happened.

An incident is something that happened an event 
with a negative consequence.
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DOMAIN 7 – SECURITY OPERATIONS
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CONDUCT INCIDENT MANAGEMENT 

#MissionBeforeMoney

Quick Review

See “official” definitions at https://csrc.nist.gov/glossary

http://creativecommons.org/licenses/by-sa/4.0/
https://csrc.nist.gov/glossary
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MANAGEMENT 
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Quick Review

https://www.linkedin.com/posts/brcyrr_cybersecurity-infosec-
blueteam-activity-7064527718859571201-Ds2j
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Quick Review

https://www.blackhillsinfosec.com/projects/
backdoorsandbreaches/

http://creativecommons.org/licenses/by-sa/4.0/
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Quick Review

https://www.cisecurity.org/ms-
isac/tabletop-exercises-ttx
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Patch Management
A generic security patch process incorporating all stakeholders must 
include the following:

Vulnerability detection – Scanning, researcher, user reporting a bug, etc. 

Patch publication - By the vendor or development team, once the 
vulnerability is verified and relevant code is written to address it. 

Evaluation - Patch applicability by each organization's administrative 
personnel to determine if the patch is needed in each environment.

Testing - Ensure the patch won’t introduce problems. 

Apply and Track - Ensure the patch doesn’t have a negative impact on 
functionality.

Rollback - If issues are encountered. 

Documentation - Of the system including the patch, which becomes the 
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Vulnerability Management
Vulnerabilities are one-half of risk, and a significant part of a security practitioner's 
responsibilities

Threat hunting – Practice of looking for threats that evade the 
organization's existing security solutions.

Vulnerability scanning - Detect known vulnerabilities like insecure 
configurations or unpatched software, a key detective control.

Red teaming - Targeted form of testing for vulnerabilities.

Penetration testing – Human-run tests, usually broader in scope then red 
teaming. 

Bug bounties- rules of the engagement may require that the tester only 
document, but not exploit, any vulnerabilities they find.
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Change Management
Change management is concerned with keeping the organization operating 
effectively and moving from one secure state to another.

Standard changes – Low risk and are considered unlikely to have a 
negative impact, so they are preapproved to reduce operational 
overhead.

Normal changes - Changes require the full change management process 
of request and review before implementing.

Emergency changes - Change is made as needed to deal with the incident 
or emergency, and all details are documented for later review.
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All recovery metrics should be driven by business decisions 
of criticality and cost.
Recovery is measured by several key metrics, such as the following:

Recovery time objective (RTO) – The amount of time after an incident or disaster 
that passes before the system or process is recovered using contingency procedures 

Recovery point objective (RPO) - The amount of data loss tolerable when a disaster 
occurs, usually expressed as a number of transactions or data points. RPO can also be 
expressed using time, like an RPO of no more than one day of data.

Maximum tolerable or allowable downtime (MTD or MAD) - The amount of 
time the organization can survive without an asset or process, after which the organization 
may no longer be viable. RTO should always be less than the MTD; otherwise, recovery is a 
moot point as the organization will cease to function before it occurs. 
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Implement Recovery Strategies 
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Backup Storage Strategies
Full backups – Take the longest to run and use the most space.

Differential backups- Capture all data changed since the last full backup, meaning they 
run faster and require less storage. 

Incremental backups- Capture all data that has changed since the last full or 
incremental backup, meaning they capture the smallest amount of data and run the fastest.

When restoring, incremental backups will typically take the longest to restore from, as they 
require the last full backup and all incremental backups made since, while differential 
backups require only the last full and differential backup. 
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Implement Recovery Strategies 
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Implement Recovery Strategies 

Backup Storage Strategies

• We must always balance the cost and speed desired for backup and recovery.

• Length of data retention requirements.

3-2-1 Backup Strategy 
• A common rule for a robust backup strategy is the 3-2-1 rule. This states that at least 

three copies of data should be kept: two stored locally or onsite, including the main copy 
of the data, and one copy stored offsite. In this way, simple data issues or hardware 
failures can be easily solved with the local backup, and more drastic issues like the 
destruction of a facility can be addressed by restoring from the offsite backup.

http://creativecommons.org/licenses/by-sa/4.0/
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Implement Recovery Strategies 

Integrity and Confidentiality of Backups

• The integrity of the data backed up is also of crucial concern

• Some dedicated backup systems offer the capability to perform integrity 
checks of data after it is written to backup media like hard disks or tape 
drives.

• Performing test restorations to verify the data is also a best practice to 
both double-check the integrity and ensure the correct data has been 
backed up.

http://creativecommons.org/licenses/by-sa/4.0/
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Implement Recovery Strategies 

Integrity and Confidentiality of Backups

• It is important to treat backup media with at least the same level of 
security controls.

• In many cases, alternative or additional controls will be required.

• Access requirements for data on backup media may also differ.

• Backup media and the data it contains should be tracked in the asset 
inventory, with full consideration during risk assessment and mitigation

http://creativecommons.org/licenses/by-sa/4.0/
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Implement Recovery Strategies 

RAID (Redundant Array of Inexpensive Disk)
• Pooling multiple disks, which may be cheaper than a single disk of equivalent size, to 

provide benefits of increased space, increased read/write speeds, data fault tolerance, 
or some combination of all three.

• A Raid Controller is used to handle data operations.

• Striping breaks incoming data into smaller pieces that are written across multiple drives 
to increase read/write speed. 

• Mirroring makes copies of data and writes them across multiple drives, while parity 
calculations use a mathematical model to allow striped data to be reconstructed even if 
some stripes are lost.

http://creativecommons.org/licenses/by-sa/4.0/


RAID (Redundant Array of Inexpensive Disk)
RAID 0 – Striped disk array with no fault tolerance; the primary benefit is increased read/write 
performance.

RAID 1 - Mirrored array that provides fault tolerance, but no read/write performance benefit.

RAID 5 - Striping with a parity array, which increases read/write performance and provides fault 
tolerance. 

RAID 0+1 and 1+0 - Nested RAIDs that implement both functions of RAID 0 and 1 in different 
orders. 0+1 is a striped array of mirrors, while 1+0 is a mirrored array of stripes. Both combine fault 
tolerance with increased performance.
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Implement Recovery Strategies 
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Implement Recovery Strategies 

Cloud
• Cloud services like software as a service (SaaS) are often configured for high availability, 

automatic data replication, and data durability, which is the proactive management of 
data to preserve integrity and availability.

• Can also be used solely for backup purposes, due to its availability and relatively low 
costs

• Storage solutions like infrastructure as a service (IaaS) or platform as a service (PaaS) 
may be appropriate

• PaaS may be utilized to create an environment similar to the organization's production 
environment, like a database, that can be easily switched over in the event of a 
disruption.

• Loss of physical control over data needs to be evaluated against cost savings.

http://creativecommons.org/licenses/by-sa/4.0/


CISSP® MENTOR PROGRAM – SESSION TEN

26

DOMAIN 7 – SECURITY OPERATIONS

This work is licensed under a Creative Commons Attribution-ShareAlike 4.0 International License.

#MissionBeforeMoney

Implement Recovery Strategies 

Recovery Site Strategies
• Site configuration and location should be driven by the cost-benefit analysis of the speed 

of recovery it can support and its proximity to the primary location.

• The further away a recovery site is, the longer it will take key personnel to reach it in the 
event that operations must be moved.

• Organizations with very short RTO and MTD windows, dividing staff, resources, and 
processes permanently between multiple sites is an acceptable, but costly, solution 
known as a mirror site

http://creativecommons.org/licenses/by-sa/4.0/
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Implement Recovery Strategies 

Recovery Site Strategies

• Cold site - is an empty facility that must be provisioned with equipment and utilities 
before being useful, which takes time and does not support a short RTO, but it also does 
not incur the high costs of duplicate infrastructure before an incident.

• Warm sites - have some equipment but also require some buildout.

• Hot site - has the same infrastructure and data as the primary site, which is costly but 
useful for meeting a short RTO or RPO.

• Mobile site -, which is a data processing facility that can be deployed quickly 
wherever needed.

• Cloud bursting - is a relatively new recovery strategy that utilizes cloud services 
temporarily in the event of a disaster.

http://creativecommons.org/licenses/by-sa/4.0/
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Implement Recovery Strategies 

Multiple Processing Sites
• Safeguard against impacts of a disaster by proactively designing processes or functions 

that span multiple processing sites, which should be geographically distributed to 
prevent multiple sites being impacted by the same disaster.

• Benefit to multiple processing sites is the redundancy built in. The same redundancy 
has the drawback of higher costs for rent, personnel, and equipment.

• Technical challenges of replicating and synchronizing data among multiple processing 
sites, for which solutions like disk or database mirroring may be useful.

• Any migration to a cloud or outsourced service provider, there are increased risks related 
to losing control over data. 

http://creativecommons.org/licenses/by-sa/4.0/
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Implement Recovery Strategies 

System Resilience, High Availability, Quality of Service, 
and Fault Tolerance 

Resilience - describes the ability of a system or process to resist failure, relies on robust 
design that accounts for failure and builds in corrective actions. Can detect stuck or hung 
processes and automatically restart them by terminating and retrying the process.

High availability (HA) - configurations are one option—through the use of technologies like 
load balancers or clusters, a system provides redundancy and dynamic rerouting of 
requests if one component fails.

Quality of service (QoS) - is frequently implemented for networking technologies, to allow 
for prioritization of highly important traffic in the face of limited bandwidth.

Fault-tolerant systems - can, as the name implies, tolerate a fault of hardware, software, or 
data handling and continue to function.

http://creativecommons.org/licenses/by-sa/4.0/
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LIFE CYCLE
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Set your Response Strategy & Plan

Checklists, checklists, checklists

Document, document, document

• https://us-
cert.cisa.gov/sites/default/files/c3vp/crr_resources_guides/
CRR_Resource_Guide-IM.pdf

• https://www.cisecurity.org/white-papers/cyber-incident-
checklist/

http://creativecommons.org/licenses/by-sa/4.0/
https://us-cert.cisa.gov/sites/default/files/c3vp/crr_resources_guides/CRR_Resource_Guide-IM.pdf
https://us-cert.cisa.gov/sites/default/files/c3vp/crr_resources_guides/CRR_Resource_Guide-IM.pdf
https://us-cert.cisa.gov/sites/default/files/c3vp/crr_resources_guides/CRR_Resource_Guide-IM.pdf
https://www.cisecurity.org/white-papers/cyber-incident-checklist/
https://www.cisecurity.org/white-papers/cyber-incident-checklist/
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Implement Disaster Recovery Process 
Intro

BIA – Business Impact Analysis 

BC – Business Continuity is focused on the continuity of the organization's business 
operations, which rely on systems and data that are handled in the DR plan

DR - is a subset of BC and is focused on restoring IT services and functions when a 
disaster occurs.

BCDR - The combined process areas and associated plan documents are sometimes 
referred to as BCDR. 

RTOs and RPOs must be defined

Recovering cross-functional organization processes requires the participation of a cross-
functional team

http://creativecommons.org/licenses/by-sa/4.0/
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Implement Disaster Recovery Process 
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Implement Disaster Recovery Process 

Response

#1 Life, health, and safety - of personnel, which is always the primary concern.

Coordinated response - actions with direction and oversight of a designated disaster or 
crisis coordinator are crucial to provide focus. 

Clear and consistent communications - must be made to various stakeholders including 
employees, executive management, and possibly members of the public or law 
enforcement. 

Document - everything done to support post-disaster reviews, as well as to support any 
evidence needed for insurance or legal action.

http://creativecommons.org/licenses/by-sa/4.0/
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Implement Disaster Recovery Process 

Personnel

Novel risks to personnel - such as new personnel performing equipment installation in an 
unfamiliar environment.

Security practitioner must account for these - when planning and ensure BC or DR plans 
include measures to minimize the risks

BCDR plans must also document roles and responsibilities - for personnel needed to 
continue the organization's critical processes.

Named personnel and contact details should be documented - in the plan for vital 
functions, like disaster declaration or crisis communications, to ensure clear assignment 
of duties

Personnel practices like job rotation and cross-training - can support contingency 
operations, as personnel capable of performing multiple roles can be critical in an 
emergency.

http://creativecommons.org/licenses/by-sa/4.0/
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Implement Disaster Recovery Process 

Food and Other Needs
Plans should include arrangements for dealing with basic needs like housing and food for 
not only personnel but family members as well.

Transportation to the alternate site should be considered.

Tempers may be short, hygiene supplies may be limited, and people do need to eat.

Break time diversions like video games or a nap room can be vital for employees under 
stress. 

Costs like catering or entertainment associated with disaster operations may even be 
covered by cyber insurance as part of recovery costs! 

http://creativecommons.org/licenses/by-sa/4.0/


CISSP® MENTOR PROGRAM – SESSION TEN

37

DOMAIN 7 – SECURITY OPERATIONS

This work is licensed under a Creative Commons Attribution-ShareAlike 4.0 International License.

#MissionBeforeMoney

Implement Disaster Recovery Process 

Food and Other Needs
Plans should include arrangements for dealing with basic needs like housing and food for 
not only personnel but family members as well.

Transportation to the alternate site should be considered.

Tempers may be short, hygiene supplies may be limited, and people do need to eat.

Break time diversions like video games or a nap room can be vital for employees under 
stress. 

Costs like catering or entertainment associated with disaster operations may even be 
covered by cyber insurance as part of recovery costs! 

http://creativecommons.org/licenses/by-sa/4.0/
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Implement Disaster Recovery Process 

Communications

http://creativecommons.org/licenses/by-sa/4.0/
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Implement Disaster Recovery Process 

Communications

Crisis communications are difficult due to limited or rapidly evolving information and the 
need to provide timely notifications to a wide variety of internal and external stakeholders.

Crisis communications plan that accounts for the dynamic environment and provides clear 
information is essential.

“one voice” principle is essential to crisis communications and dictates that the 
organization should have a unified voice when communicating, especially with outside 
stakeholders like press or the public.

This principle should be documented and included as part of training—any personnel who 
receive requests from media or other outsiders must refrain from making a statement and 
instead refer to the appropriate communications contact.
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Implement Disaster Recovery Process 

Communications

Internal stakeholders - include employees and management, who need not only 
information about the incident but also instructions on how to participate in the response, 
should include security-relevant information. 

Methods and paths for communicating with internal stakeholders can include active 
methods like a phone tree, which requires a response from each person called, or passive, 
like a message posted on a website that employees can access.

The method chosen should account for the criticality of the personnel receiving it and the 
information being conveyed.
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Implement Disaster Recovery Process 

Communications
External stakeholders - can include customers or users, members of the public, and 
business partners or vendors who are likely to be impacted by the organization's 
contingency operations.

Law enforcement and response providers like DFIR firms are also key external 
stakeholders who will need information and access to perform their jobs related to the 
response operations.

Methods and paths of communication to external stakeholders may be determined by 
legal or contractual obligations, such as privacy notifications in the event of a breach. 
Active and passive methods should be used depending on the situation, such as actively 
mailing or calling customers to notify them or issuing a press releases for general 
consumption. 
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Implement Disaster Recovery Process 

Assessment
• Similar to risk assessment—the primary goal is to ascertain the impact and prioritize 

steps needed to address it.

• Identifying the nature and source of the disaster, such as man-made or natural, and 
determining the priority of recovery actions. 

• May be ongoing as incidents are dynamic

• The results of a disaster assessment must be conveyed to management and decision-
makers for determination of the correct course of action.

• Prioritize life, health, and safety, and should also consider any impacts to customers, 
regulatory obligations, and both direct and indirect costs like loss of revenue and 
reputation.

• Post-recovery to determine the total impact of the disaster or incident
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Implement Disaster Recovery Process 

Restoration

• Once the minimum level of contingency is reached, the focus of the DR team shifts to 
restoring the original site or facilities impacted by the disaster.

• The term primary site may be used to avoid confusion between the old and new facilities.

• Goal of recovery is a resumption of critical business functions

• Goal of restoration is the return to normal service levels at the primary site.

• Many variables in restoration that are outside the purview of the security team, but 
security practitioners are still critical stakeholders.

• The security function may have critical roles assigned in the DR plan and may need to be 
consulted regarding decisions like safeguarding data during relocation to the primary 
site. 
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Implement Disaster Recovery Process 

Training and Awareness
• All personnel should be trained on basic life, health, and safety plans, including how to 

spot and respond to emergencies like a fire or extreme weather preparedness specific 
to the region the organization operates in.

• The purpose of these trainings is twofold: personnel acquire a trained response that 
speeds up reaction times during an emergency, and the exercise provides an 
opportunity to identify incorrect weaknesses in the plan.

• More advanced training is required for personnel with specific duties identified in the 
BC and DR plans (like sys admins).

• Training and awareness opportunities should be provided on a routine basis to ensure 
the knowledge remains current.
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Training and Awareness
• All personnel should be trained on basic life, health, and safety plans, including how to 

spot and respond to emergencies like a fire or extreme weather preparedness specific 
to the region the organization operates in.

• The purpose of these trainings is twofold: personnel acquire a trained response that 
speeds up reaction times during an emergency, and the exercise provides an 
opportunity to identify incorrect weaknesses in the plan.

• More advanced training is required for personnel with specific duties identified in the 
BC and DR plans.

• Training and awareness opportunities should be provided on a routine basis to ensure 
the knowledge remains current.
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Training and Awareness
• All personnel should be trained on basic life, health, and safety plans, including how to 

spot and respond to emergencies like a fire or extreme weather preparedness specific 
to the region the organization operates in.

• The purpose of these trainings is twofold: personnel acquire a trained response that 
speeds up reaction times during an emergency, and the exercise provides an 
opportunity to identify incorrect weaknesses in the plan.

• More advanced training is required for personnel with specific duties identified in the 
BC and DR plans.

• Training and awareness opportunities should be provided on a routine basis to ensure 
the knowledge remains current.
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Training and Awareness
• All personnel should be trained on basic life, health, and safety plans, including how to 

spot and respond to emergencies like a fire or extreme weather preparedness specific 
to the region the organization operates in.

• The purpose of these trainings is twofold: personnel acquire a trained response that 
speeds up reaction times during an emergency, and the exercise provides an 
opportunity to identify incorrect weaknesses in the plan.

• More advanced training is required for personnel with specific duties identified in the 
BC and DR plans.

• Training and awareness opportunities should be provided on a routine basis to ensure 
the knowledge remains current.
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Implement Disaster Recovery Process 

Lessons Learned
Continuous improvement

Formal review should be conducted after restoration is complete.

• Actions or processes that went well. 

• Actions or process that did not go well. 

• Staff and personnel actions that either contributed to or hindered recovery and 
restoration. Note that this should not be designed to place blame or point fingers, but to identify 
opportunities to improve. As such, a facilitator can be useful to avoid issues like individuals feeling 
persecuted. 

• May be called a postmortem, after action report, retrospective, or lessons learned.

• Root-cause analysis of the disaster may also be valuable to identify proactive measures 
that reduce the likelihood or impact of a future incident.
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Test Disaster Recovery Plans 

TESTING
• Testing the DRP is an essential, proactive risk mitigation and serves two main purposes.

• Can identify incorrect assumptions or out of date information in the plan that, if not 
corrected, limits the plan's effectiveness.

• Provides vital training opportunities for staff. A rehearsed response, like a fire drill, 
creates a trained response capability for staff and increases the effectiveness of actions 
during a real disaster or emergency, as personnel will execute familiar procedures.

• Visible BCDR planning, testing, and exercises provide assurance to employees, 
customers, and other stakeholders that the organization is taking security seriously. 
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Test Disaster Recovery Plans 

TESTING

• Start simple, due to the cost and potential disruption inherent in a test and the need to 
build the testing capability.

• Staff who are unfamiliar with procedures should be given the opportunity to build 
knowledge over time.

• Less burdensome types of tests like a read-through may also be conducted more 
frequently.

• Output of DR plan testing should be lessons learned and plan updates, which the CISSP 
may be responsible for incorporating into the plan.

• Plans should be in a format that is resistant to disaster. For example, paper copies of 
the plan may be distributed, and employees instructed to store them at home, in case a 
disruption renders information systems or organization facilities unusable.
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Test Disaster Recovery Plans 

Read-through/Tabletop

• Usually performed with a small group including managers or representatives from all 
stakeholder groups.

• Includes verifying information and procedures needed for communications during a 
disaster, and the goal is to spot missing or outdated details, as well as any assumptions 
that are incorrect.

• Each participant talks through not only the information presented in the plan, but also 
talks through the steps they would perform to execute the procedures, information they 
require in the scenario, and issues they foresee.

• Least expensive method of testing, both in terms of time and cost, as well as the 
potential for disrupting normal operations.
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Test Disaster Recovery Plans 

Walkthrough
• Extends the tabletop exercise but simulates responding in the actual locations described 

in the DRP.

• The response team not only talks through the elements of the plan, but physically walks 
or moves through the appropriate plan steps, as dictated by an exercise scenario such 
as a fire rendering a data center unusable.

• Personnel actually drive to the facility. Physically walking through response steps builds 
some familiarity for the key participants and helps uncover details like missing or 
relocated equipment needed in the response. 

• Physically exercising the response is twofold. It can challenge assumptions made, such 
as “staff relocate to the alternate facility within one hour of a disaster declaration.” If the 
facility is too far away to reach in an hour, the RTO will obviously not be met.

• Second, it offers the opportunity for staff to familiarize themselves with the procedures 
or facilities, enabling them to respond more quickly in the event of an actual disaster. 
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Test Disaster Recovery Plans 

Simulation

• DR team can be called together and given a scenario that 
requires activating an alternate facility, recalling data from 
offsite storage, and loading it. 

• This can be done to validate that the system can be restored 
according to defined RTO and RPO metrics and that the backup 
data integrity is intact. 
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Test Disaster Recovery Plans 

Parallel
• Systems impacted by a disaster scenario are tested side by side with their alternates to 

ensure the alternate systems are capable of handling a realistic operational load.

• Parallel tests reduce the impact on primary systems while providing relatively full 
coverage for testing recovery capabilities. 

• They do incur significant costs and may have operational impacts like slightly delaying 
processing or reducing staff productivity as resources are split between daily 
operational tasks and the parallel test tasks. 

• Due to the breadth of testing, a parallel exercise can find issues that other testing might 
miss, such as incorrectly configured alternate sites or incomplete data backup
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Test Disaster Recovery Plans 

Full Interruption

• In a full interruption test, the organization's DR capability is tested as if a real disaster 
had occurred, which involves high costs and the potential for disrupting normal 
operations if the test is not successful.

• Interrupts normal processing and switches the organization to contingency procedures 
and alternate sites, with the goal of identifying all possible issues with BCDR plans and 
procedures.

• May be performed on a subset of systems to minimize the impact or costs involved.
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Test Disaster Recovery Plans 

Participate in Business Continuity Planning and 
Exercises

• CISSPs are key stakeholders in planning and executing critical continuity tasks, but they 
are often not the owners of the BC process. 

• Key tasks include providing input on how security requirements change during 
contingency operations and implementing or managing the responses needed to meet 
these new requirements.

• Guiding the process of identifying changes that need to be reflected in the BC or DR 
plans.

• New copy of the plan should be made available for all relevant stakeholders, including 
offline copies in case information systems are not accessible. Old copies must also be 
recovered and destroyed to ensure no outdated or incorrect information is utilized during 
an actual emergency.
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Test Disaster Recovery Plans 

Participate in Business Continuity Planning and 
Exercises

• Because security incidents can lead to declaration of a disaster, the security function 
may be critical in designing the scenarios used to test and exercise BC plans. For 
example, a ransomware attack would normally be handled by IR procedures, but if it is 
sufficiently widespread, it may require declaration of a disaster and activation of 
alternate facilities and procedures.

• A security practitioner is ideally suited to not only craft this exercise scenario, but also to 
act as a moderator as they likely have knowledge needed to answer questions during the 
simulation.
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https://www.ready.gov

/sites/default/files/202

0-07/business-impact-

analysis-
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Please play along

Knock knock.

HAHAHAHA 🤣

Moving on…

#MissionBeforeMoney

Nobel

No bell.
It’s just another
Dad joke
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Implement and Manage Physical Security 

Physical
• Should be chosen from multiple control categories like preventive, deterrent, 

detective, compensating, recovery, directive, and corrective.

• Should also be implemented with a combination of physical (barriers, fences), 
technical (badge readers), and administrative controls (policies and 
procedures).

• Using a layered model, with multiple layers and chokepoints between the 
outside world and rooms or offices where high-value assets are stored or 
handled.

• Selection of physical access controls at each layer should be guided by the cost 
of the control and the value of the assets protected.
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Implement and Manage Physical Security 

Physical
• One methodology for designing a comprehensive physical security strategy is 

crime prevention through environmental design (CPTED)

• Landscape design can be used to provide physical security without designing 
the facility like a fortress. Water features, shrubs, and trees can all be used to 
restrict access without building walls or other barriers.

• Lighting plays a major role in deterring unwanted behavior. Well-lit spaces are 
less attractive to criminals due to the increased likelihood of getting caught. 

• Decisions about placement of and materials used for windows should be made 
with respect to the security needs of the facility. For example, placing a window 
right next to a door could allow the window to be broken and the door opened 
from the inside, and windows may require additional reinforcement like metal 
screens or meshwork for high security applications.
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Physical
Layered defenses...  
countermeasures can be used 
at every layer to protect, detect, 
react

Communications and 
other infrastructure may 
cross multiple boundaries 
and security zones... some 
of it is shared

Perimeter

Building Grounds

Building Entrance

Building Floors, Office Suites

Offices, Data Centers,
Equipment, Media, Supplies

Communications & Other
Infrastructure
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Perimeter Security Controls (Public Areas)

• For public approaches to a facility, such as roads or sidewalks, barriers designed to slow, 
direct, or impede traffic may be deployed and typically require coordination with 
authorities like landlords or zoning/planning commissions.

• Monitoring public areas is typically easy to achieve, as there are few restrictions on the 
use of monitoring tools in public areas. Clear line of sight and adequate lighting are 
necessary, and cameras capable of covering large areas might be needed, such as wide-
angle or pan-tilt-zoom (PTZ).

• Monitoring for the safety of organization assets, cameras observing public areas may 
also need to be monitored for evidence of other criminal activity. Additionally, the 
presence of utilities like power, water, and sewer connections in public areas may require 
monitoring or hardening to prevent tampering, such as locked utility cages or dedicated 
camera coverage on utility hookups.

http://creativecommons.org/licenses/by-sa/4.0/


CISSP® MENTOR PROGRAM – SESSION TEN

67

DOMAIN 7 – SECURITY OPERATIONS

This work is licensed under a Creative Commons Attribution-ShareAlike 4.0 International License.

#MissionBeforeMoney

Implement and Manage Physical Security 

Perimeter Security Controls (Site Ingress and Egress Points)
Reception or guard staff - will implement access controls like ID verification, visitor registration, and 
inspections of material entering or exiting the facility.

Physical access controls - These include turnstiles, gates, doors, and mantraps for personnel, and 
bollards, delta barriers, and speed bumps for vehicular traffic. Administrative controls may also be used, like 
procedures for visitor inspection and escort or verification of deliveries against purchase orders for new IT assets 
entering the facility. 

Sensors - can detect temperature or infrared light, motion, or pressure to identify the presence or movement of 
people. will typically be connected to an alarm or monitoring console, and function to detect unwanted activity 
that triggers a response like a guard investigating or summoning law enforcement. (Physical IDS)

Cameras - The presence of cameras can be a deterrent to malicious activity, and they can be a key detective 
control if the camera feed is monitored. Guards are often used to monitor camera feeds, but many cameras 
include AI-powered object detection that can recognize people, vehicles, and even animals.

Guards - Human guards can deter, prevent, detect, correct, and assist with recovery from malicious action.
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Implement and Manage Physical Security 

Perimeter Security Controls (External Facilities)
• External facilities may be under the organization's direct control, but often require 

sharing control due to the presence of equipment that does not belong to the 
organization.

• Controls in place for these external facilities will focus primarily on controlling physical 
access to prevent tampering. Life, health, and safety controls will also need to be 
considered due to dangerous elements like highly charged electrical equipment and 
dangerous chemicals like fuel. Safety equipment including gloves, fire suppression, and 
emergency shutoff tools are a good idea and may be required per local laws. 

• Landscaping can be part of the organization's physical security plan, as well as a way to 
add to the aesthetics of a facility. Landscape features like terraced gardens or trees can 
act as a barrier to human or vehicular traffic, and landscaping maintenance like clearing 
dead leaves or branches from the perimeter of the facility is a vital fire prevention 
control.
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CPTED = Crime Prevention Through Environmental Design
• CPTED is psychological and sociological way of looking at physical security

• Strategies:  Physical environment of building can be changed or managed to produce 
behavioral effects reducing the incidence or fear of crime. 
• Natural Access Control

• Natural Surveillance

• Natural Territorial Reinforcement

• Methods: 
• Use a combination of security hardware, psychology and site design to discourage crime

• Reduce the opportunity for specific crimes or incidents

• Make legitimate users feel safe while deterring illegal users

• Example:  Exterior lighting
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Implement and Manage 
Physical Security 

CPTED = 
Crime Prevention 
Through 
Environmental 
Design
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Implement and Manage Physical Security 

Internal Security Controls (Operational Facilities)

Fire detection and suppression - primarily designed for human safety, fires can also damage valuable 
equipment. Fire and smoke detectors and corresponding suppression methods like sprinklers, gas-based 
suppression, and portable extinguishers can help minimize the impact of a fire

Access controls - Physical access controls should be implemented to segregate areas in the facility based 
on user authorization, with physical devices like badge readers or locks controlling access.

Policies and procedures - Personnel working in operational facilities should be trained on and expected to 
follow policies and security procedures like clean desk and clear screen. This includes procedures for evacuation 
and shelter-in-place, which may be coordinated with groups outside security including HR or facilities 
management. 

Lighting and surveillance - Lighting should be sufficient to support safe human occupancy for facilities 
where personnel regularly work, and sufficient to enable monitoring by cameras in unoccupied areas. Camera 
coverage or routine inspection, such as a guard walkaround of the facility, should be implemented to ensure 
timely detection of issues or potential incidents.

Building materials - building materials sufficient to support security requirements are critical.
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Internal Security Controls (High-Security Facilities)

• Specific areas designated as high-security due to the value or sensitivity of assets they 
contain. 

• Evidence storage rooms, secure compartmentalized information facilities (SCIFs), and 
server rooms or data centers.

• Require additional types of security controls, some of which may be quite burdensome 
to users, such as invasive searches of bags entering or leaving the facility, multiple 
layers of physical access controls with multifactor authentication, or restrictions against 
personal devices like smartphones. 

• Increased costs such as special construction of walls designed to block 
electromagnetic fields (EMF), known as a Faraday cage, which are appropriate given the 
high value or sensitivity of assets store and handled in these areas. 
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ManTrap
• Double doors, where only one can 

be opened at a time

• Used to control personnel access

• Manually operated or automatic

• Only room for one person
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Fences
• Effective preventive and deterrent control

• Keep unwanted persons from accessing specific areas

• Better when used with motion detectors, alarms, and/or surveillance cameras

Height Effectiveness

3-4 ft Deters casual trespassers

6-7 ft Too difficult to climb easily

8 ft plus 3 strands of 

barbed or razor wire

Deters determined trespassers
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Implement and Manage Physical Security 

Fences

Perimeter Intrusion Detection and Assessment System 
(PIDAS):  

– A type of fencing that has sensors on the wire mesh and base of the 

fence.  

– A passive cable vibration sensor sets off an alarm if an intrusion is 

detected.  
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Implement and Manage Physical Security 

If you could pick one item 
for physical security, 
what would it be? 
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Address Personnel Safety and Security Concerns
Personnel

Human health and safety are always the most important 
considerations for any security program.

Choosing security controls should be done with respect to the 
life, health, and safety of personnel who use the organization's 
systems and data.
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Address Personnel Safety and Security Concerns

Travel

• Personnel may require unique organization-provided services such as additional 
insurance, medical coverage, and organization-defined emergency procedures.

• Personnel who are traveling should have additional security and training on device 
security practices for devices containing organization data. This includes organization 
owned as well as personal devices if a bring-your-own device (BYOD) program exists.

• Securing this data might include encryption of all data at rest, provisioning secure 
network connectivity like a VPN, and additional controls like issuing dedicated devices 
for use while traveling, which are then wiped and reimaged before being issued to 
another traveling user. 

• Personnel should also be trained on physical security measures like securing laptops in 
use outside the office before they depart.
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Address Personnel Safety and Security Concerns

Security Training and Awareness

Awareness - provide or reinforce basic information to a general audience, often through devices like posters, 
notes on a company intranet site, or email notices.

Training - designed to convey specific knowledge needed for performing the job function, such as system 
administrators only using privileged accounts for certain tasks to minimize phishing risks. Training is delivered by 
an authoritative source and takes many forms including computer-based and instructor-led training.

Education - is the most formal and is focused on explaining theories and their application. It often takes the 
form of academic classes, continuing education, or certifications like the CISSP. It demonstrates a deep level of 
knowledge for an individual and is suitable for specific roles in the organization like leading and managing the 
information security program.

Effectiveness should always be measured -. This may be difficult for general awareness but is 
relatively easy for training and education where tests or graded assignments can be used as metrics.
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Address Personnel Safety and Security Concerns

Emergency Management
Coordination with responders - First responders like medical, fire, or law enforcement can support the 
organization's response to some emergencies. Some organizations, like airports or large data center campuses, 
may coordinate emergency exercises or drills with these responders to ensure all relevant stakeholders are 
trained and able to identify weaknesses or issues with coordination among the different organizations involved. 

Communications - emergency communications plans need to account for alternate means of getting critical 
information to required stakeholders. This includes details of BC or DR plans like alternate work arrangements 
and critical health and safety notices like shelter-in-place orders. 

BCDR plan execution - Emergencies often necessitate the activation of BCDR plans and contingency 
procedures. Crisis communications must include simple, easy-to-follow instructions designed to eliminate 
confusion and ambiguity. 

Security practitioners may not be directly involved in creating or delivering these messages, but as key 
stakeholders in the process, they must ensure vital security information is communicated effectively.
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Address Personnel Safety and Security Concerns

Duress
Duress describes a condition where a person is forced to do something against their will. 
Blackmail and being held hostage are extreme examples.

• Security controls to detect duress should focus on preserving the health and safety of 
the individual—if an attacker knows that their victim has summoned help, they may take 
actions to harm the individual.

• Subtle means of indicating duress, such as entering a special code on an electronic lock 
or using a code word or phrase with a coworker, can allow for detection of duress 
without increasing the danger faced by the individual.

• Duress code words or phrases should not be immediately recognizable by an outsider. 
The phrase might sound ordinary, but not something an individual is likely to say in 
normal conversation with a colleague, like, “By the way, my aunt Sylvia says hi!”
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Next Session - Domain 8 – Software Development Security
Monday, 22 May 2023
• Understand and integrate security in the Software Development Life Cycle (SDLC)

• Identify and apply security controls in software development ecosystems

• Assess the effectiveness of software security

• Assess security impact of acquired software

• Define and apply secure coding guidelines and standards
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Class #10 – Domain 7 part 2

Security Operations

Ron Woerner
Forrester, Sr Consultant

Cyber-AAA, Founder & CEO & vCISO
Bellevue University, CyberSecurity Studies Professor
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