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STATE OF THE UNION:
ANNUAL INFORMATION SECURITY REPORT

Oscar Minks, CTO
FRSecure
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INTRO

Oscar Minks — CTO FRSecure

» QOversee FRSecure Security Operations — Red,
Blue, Consulting

» Kentucky born and raised!

* | like helping people; hacking things; stopping
hackers; fishing and playing music

* 19 Years in the industry/ MS in Info Sec/
GCFA, GREM

 Memes, anyone?

» Very happy to be here!
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Services, Education.
 All Sectors represented
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 Information has been anonymized
» Data logged on controls, Root Cause,

« Healthcare, Technology, MFG
Proposed Path Forward

Assessments
 This is our Analysis, Interpretation, and a

« ~ 400 Validated Information Security
« 55 Incident Response Engagements
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KEY LEARNINGS - TL:DR (DPA)

You can’t secure what you don’t know exists.

Get a better handle on your vulnerability management
program.

Logs, Logs, Logs, Logs, Logs.....

MFA Everything — but do it the right way.

IR Preparedness is key. Have a plan, test the plan. Insurance
is not a plan.

Train, Train, Train. Develop a security focused culture.
(Security as a life skill)

Security is not Easy!
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l IR OVERVIEW

/\ 2022 INCIDENT OVERVIEW

55 IR Engagements
Ransomware

Pre-Ransomware/Internal
Compromise

Business Email Compromise

Business Email Compromise
26%

Ransomware
Pre-Ransomware 9%

65%
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IR OVERVIEW

Complaints and Losses over the Last Five Years*

) ) ) ) 351,937 3.26 Million
* Financial loss is on the rise $2.7 Billon Total Complaints

 This data can be used to Educate .
HOW attacks are happening 3.5 Bilion Total Losses

* Learn and implement

 Have fewer incidents

$6.9 Billion
$10.3 Billion

W Complaints M Losses

Chart includes yearly and aggregate data for complaints and losses over the years 2018 to 2022. Over that time,
IC3 received a total of 3.26 million complaints, reporting a loss of $27.6 billion.
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RANSOMWARE AND INTERNAL COMPROMISE

O_ COMPROMISE ROOT CAUSE

. . DDOS
< 10% of all cases resulted in encryption Insecure Protocol 3%

Qo
3%

FRSecure was notified post fact in all e Social Engineering
but 1 y 28%
Being prepared is pretty important..... Fa‘sezggswe y

Vendor Compromise
8%

Vulnerability Exploit
33%
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VULNERABILITY EXPLOITS, OH MY!

Vulnerability Exploits, Oh My! b
33% of cases =Pe
Vulns we're old 3
Only 1 published within last 12 months ’
Most published in 2021 1
One from 2017 " Managekrgne  NET20 | MowbleTyps  Telerk WebUl  SteCorXp80  Proxyhel

Vulnerability

a8 Application Exploits
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A PATCH IS NOT ENOUGH

Remember ProxyShell and Log4j?
Exploit >> Persistent Web Shell
Patch Does NOT Remediate
Must Threat hunt!
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RANSOMWARE - EARLY DETECTION AND
RESPONSE ARE IMPORTANT!

Full Encryption — Ruh Roh
All reported POST fact
100% - Vulnerability Exploitation
Dwell times ranges — 15 hours (smash and grab) to 9 months
80% - Backup Destruction
We’re backing up data — but we must evolve!
91% of organizations have an effective backup strategy.
85% of organizations store those backups in a remote facility to avoid
physical disaster.

Backups were periodically tested and validated in 59% of organizations
assessed

Air Gapped Bacups IS the BEST defense!
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YOU CAN'T SECURE WHAT YOU DON'T KNOW EXISTS

‘ 77% ‘ 55% ‘ 50%

Maintain an inventory of Critical business assets A complete, up to date,
assets to allow for and their dependencies and detailed inventory of
technical vulnerability have been identified. all cloud services is
management. maintained.
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YOU CAN’'T SECURE WHAT YOU DON'T KNOW EXISTS
Let’s get better at identifying at attack surface!

‘ 48% ‘ 85% ‘ 54%

Scan for external Restrict public access to Define specific timelines
vulnerabilsties at least insecure TCP ports 23, and thresholds for
quarterly 135,137,138,139, 161, vulnerabdity management

445, 901, 902, 903, 1025,
1433, 1434, and 3389

‘ 57% ‘ 54%

Validate vulnerability Regularly audit the pors
management practices that are open to the
periodically internet
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YOU NEED TO TEST - NOT BECAUSE THE
REGULATOR SAYS SO

Room to Impr?/ \

44% of organi
externally faci
43% of organi
network in th
51% of web a
34% of web a
made.

)

€ 4
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SOAPBOX WARNING - SECURITY IS NOT EASY!

Tighten up your egress!

44% of organizations configure egress filtering to only permit traffic that is specifically
authorized for system functionality.

Remember Solarigate (Solarwinds)?
Supply chain attack
Application update included malcode

For malcode to be weaponized — it required outbound connectivity to malicious IP
(control server)

Attack would have been benign with proper egress filtering!
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Social Engineering Remains King

Technology Evolves and Humans remain the
weakest link

80% of organizations test users periodically on
their susceptibility to common attack vectors like
downloading dangerous files and following
malicious links in emails, documents, or web
pages.

However, only 58% of organizations mandate

security awareness training for all employees and
contractors on a regular basis.

Technology Improving but not Infallible

68% of organizations have deployed proper
malicious code protections for all applicable
transmission methods

BUSINESS EMAIL COMPROMISE ROOT CAUSE

] BEC ROOT CAUSE

Undetermined
22%

Password Attack
7%

Social Engineering

Exploit\‘
A 64%

7%
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MFA INSIGHTS

f BEC MULTIFACTOR AUTHENTICATION

MFA — We're still lagging!
73% of BEC victims did not have MFA

70% of organizations protect administrative login
pages with multi-factor authentication.

60% of organizations protect general-user login
pages with multi-factor authentication.

MFA — Not a silver bullet

MFA Deployed
27%

Lacking MFA
73%
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l MFA FATIGUE

"® MFA DEFEAT

Social Engineering
25%

MFA Fatigue:
50% of BEC w/ MFA
Utilized Push to Approve
Don't use push — Train your users!

MFA Fatigue
50%

Legacy Protocol
25%

#HACKSANDHOPS2023




MFA FATIGUE

MFA Fatigue:
Humans are creatures of habit
Attackers know this

Push to Approve (PTA) During common
logon times

OR — Overload PTA
Victims respond to “annoyance”
Often unaware they are compromised!
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VISHING MFA DEFEAT / LEGACY PROTOCOLS

Vishing to defeat MFA Legacy Protocols
Helpdesk Vish POP, SMTP, IMAP and MAP - no
Compromised Creds MFA
Updated OTP deliver phone number Review config — shut down if not
Boom — access! required
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MFA IMPLEMENTATION TIPS

What to do?
Don't use Push to Approve

Utilized Hardware Security Key or
Authenticator Apps

Deploy to ALL accounts w/ Logon
capabilities (Services)
Don't stop w/ Email — ALL LOGONS
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INGRESS UNKNOWN? LOGS NEEDED:!

Know Normal — Find Evil!

What does this mean?
Creatures of habit

IP’s; Time; Fingerprint
Time-Stamps are important — NTP
M365 — Familiarize w/ Risky Users
Monitor for new Devices or Authorized Apps (OAUTH)
63% of organizations require access controls for mobile devices.

69% of software applications within the organization are inventoried.
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INGRESS UNKNOWN? LOGS NEEDED:!

Pro Tips!
Enable Script Block Logging across the domain

Don’t assume the identified compromised user — is the
only compromised user

Most cases we find multiple accounts compromised.
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CYBER INSURANCE IS NOT YOUR IR PLAN

Preparedness is key!!
l 48% , 30%

of organizations of organizations
assessed have defined a assessed are testing their
formal incident response incident response plan on
plan. a periodic basis.

W rrsecure
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CYBER INSURANCE IS NOT YOUR IR PLAN

68% 90% 68% ' 22%
of organizations have of organizations of organizations have of organizations
engaged their insurance observed have a cyber cyber insurance, breach document how and when
provider pre-incident. insurance policy. counsel, and vendors are to notify insurers of cyber

in their IR plan. incidents,

You’'re doing it wrong!

Not an IR Plan

Engage Insurance BEFORE an incident
Know your breach coach
Agree upon a vendor (you CAN use yours)
Document in your IR plan HOW to engage

#HACKSANDHOPS2023




Leaders set the tone!
Security as a Life Skill!

Home Life and Work
Life effect each other!

FOCUS ON SECURITY CULTURE

‘ 78% ‘ 78% 73%

Train users on the Train employees and Developed a formal

dangers of malicious relevant third parties on information security

code and know how to how to select and secure awareness, education,

deal with malicious code, passwords

, 31% I 24%

Give executives training

and training program

Give privileged users
specialized instruction about their roles and
and training responsibilities

concerning InfoSec
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w QUESTIONS?

* Feel free to get in touch:

 Projecthyphae.com
* FRSecure.com
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TRANSPARENCY &
MENTAL HEALTH

Michael Kennedy, Founder
Ostra Cybersecurity

OSTRAT
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0 MICHAEL KENNEDY

« 20+ years of leadership in network infrastructure,
security, program management, M&A integration

* Experience with multiple Fortune 500 and
large enterprises

Founded Ostra Cybersecurity in 2018

Corporate misfit on a mission to make
cybersecurity simple, effective and accessible
for businesses of all sizes

Avid outdoorsman
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WHY TRANSPARENCY MATTERS

« Unfortunately, it's much harder to
find than it should be

* Trust is eroded when phrases like
"where there’s mystery, there’s
margin" permeate the culture

* A transparency revolution would
benefit your company, your clients,
and the cybersecurity community

at large

#HACKSANDHOPS2023 31




BUILD THE TRUST

How can we ALL Step up,

keep learning and do better?

4 Key Ingredients




1. HONESTY

« Using plain, common language
that all user levels can understand

« Using transparent sales &
marketing practices

* Using non-predatory practices
(e.g., fear tactics)

#HACKSANDHOPS2023
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* Openly recognizing their
organization/solution is not perfect,
or ideal for everyone

« Committed to constantly growing,
learning and improving for the
good of clients

#HACKSANDHOPS2023 3




3. ACCOUNTABILITY

« Educating others as a priority _Pp : i ®
over sales )

» Seeking collaboration with
Industry partners and peers
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 Donating time, talents and
other resources to bettering
the industry
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4. TRANSPARENCY

* Giving and receiving
constructive feedback ﬁ

g

)

'l
-

* Sharing critical info with
competitors and other vendors
INn the interest of serving and
protecting clients
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! 4 KEY INGREDIENTS:

* Honesty
» Self-awareness
 Transparency

« Accountability

37



0 MENTAL HEALTH MOMENT

» “Thoughts of impending doom does
not mean doom is impending”

 Normalize talking about how we feel

* Tightness in your chest or a pit In
your stomach is natural

#HACKSANDHOPS2023
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Connect with me!

2023

THANK YOU

MICHAEL KENNEDY
Founder, Ostra Cybersecurity

CCCCCCCCCCCCC


http://www.ostra.net/

OVERVIEW OF ‘THE TECHNOLOGY

DOESN’T MATTER: PRIORITIZING THE
PEOPLE IN IT BUSINESS ALIGNMENT

Rachel Lockett, Chief Information Officer,
Pohlad Companies

2023



(’ ABOUT RACHEL

Author of the book, the Technology Doesn’t Matter —
Prioritizing the People in IT Business Alignment, Rachel
delivers and engaging and insightful discussion of how to
turn around IT departments struggling to effectively
collaborate with their business counterparts. With over
20 years' experience in Information Technology
Leadership/Management, her professional focus is on
helping organizational leaders align IT and business
operations. She is the Chief Information Officer at Pohlad
Companies and the recipient of the 2020 Twin Cities
Enterprise CIO of the Year Award.

#HACKSANDHOPS2023




0 ABOUT THE BOOK

* Inthe book, you'll explore the proven and established People-Process-

the Technology framework and break down innovative approaches to IT-business
TeCh I y alignment in a clear and accessible style.
DO%W ﬂ{( 7 » Rachel explains how to “manage up” and “manage down” to create inter- and

intra-departmental synergy, as well as:
* How to identify the four types of business leaders, and the ways they can
contribute to an effective IT business alignment
» Practical solutions to even the most seemingly intractable technology
alignment problems
» Hands-on professional development guidance for IT and business leaders

the People in
IT Business
Alignment

An essential and original resource for executives, managers, directors, founders,
, entrepreneurs, and other business leaders, The Technology Doesn’t Matter will also
N\ appeal to tech leaders and technology service providers seeking to better

. communicate with non-technical professionals. It's also a practical handbook for
| = business leaders who want to better understand, relate to, and collaborate with
L O R their IT colleagues, improve engagement and retention amongst IT employees, and

Rachel 3 ™ . . . . .
Lockett ] WILEY align the interests of technical and non-technical professionals.
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BUSTING CYBER SECURITY
MYTHS

Etay Maor, Sr. Director Security Strategy
Cato Networks



HI

Some History
Chief Security Officer, IntSights (Rapid7) s et ALMAOR L eRewi
Executive Security Advisor, IBM (Trusteer)

Head of Cyberthreats Research Lab, RSA Security

Adj. Prof. for Cybersecurity, Boston College

Started my career in high-school... not in a good way

e

I ETAY MAOR
EXECUTIVE SECURIY

(e l
ETAY MAOR
NETWORKS SEMOR STCURITY STRATEGY DRECTOR

Want enhanced security? Think like a
hacker

#HACKSANDHOPS2023




THE ATTACKER NEEDS TO BE RIGHT JUST
ONCE, THE DEFENDERS HAVE TO BE
RIGHT ALL THE TIME!
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Twitter Hack: The Spotlight that Insider
Threats Need

The high profile attack should spur serious board-level conversations around the importance of
- -

Cybersecurity insider threat prevention.
Hackers Breached Colonial Pipeline |
Compromised Password i
. areth Ben
HaCkers breaCh L|nea! Executive Director, Field Engineering, Securonix August 20. 2020

unpatched V'U"A hacker stole more than $55 million in crypto after a bZx
LineageOS source code, OS builds, an developer fe" for a phishing attack

@ n @ f v = e “.Knv!nShnlwy Nov 7

|

SQL injection flaw in billing software app tied
to US ransomware infection
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MORE SECURITY PRODUCTS =
BETTER SECURITY
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OUTSIDE THREAT
PROTECTION

SERIMETER SECUR/Ty

Message Secunty
(anti-vium anti-malware)
Secure DMZs Honeypot

NETWORK SECURyTy

NAC
Perimeter

IDSPS

Enterproe

Web Proxy ContentFiltening Message Secunty

Intine Patching P NN o ‘
_ DPO‘NT SECUR . Enterprme
VolP Protection P EN wm .' 'ry = Wireless Security
Perimeter Enterprise 4 mm : - m Enterproe DHS
Firewall IDSPS E " i - - 3 S Remote Access Einstein
Enclave/ £ %z 5 Pyp\- RITP m ’
DataCenter : N

WAF ~ m ‘

" o D l‘b - ,\'- Dlp %
Firewall 4 " Dynamic App Testing rcapvasy

S Monitorng /Scanmang ™ ' A 1
O Frewal oATA SECUR/y, ; AT e SN
! B Static App identity & - Database ¥ 27 onitorng (24x7) a
Testing/Code Access ) Secure Gateway iKY
4'4 Review DARDINDRS Management  Clasaefication (Shieid) 0‘\ incidentReportn %
C Threat ’l Protection ‘(\ eporting, )
yber 40 Entarprive Data Integrity < Detection, Response ]
intelligence 4]6 PKl DataWiping P Wonitorng  DLP oY ConBauts {CIRT) -
Thieat Modeling Cleansing  management Data/Drive FocusedOps  Monitorngand m
Eacrypbon Assesament Security Dashboard
Escaistion Situabonal
Management Awarenesa =z
Digital Forenmcs Securty SLASLO Reporting g’.‘

Source: Michael Fisher
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Cloud

Cloud Acceleration Cloud security

Global

A

Mobile

VPN/SDP Mobile

Users
Network
Security

= . There were more TikTok flows than
” @ Gmaill, LinkedIn or Spotify flows

Legacy Network
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RANSOMWARE ATTACK STAGES

Phase 1 - Infiltration
Phishing
Connection to external site
Download of payload

Phase 2 — Network activity
Admin password collection
In memory (fileless) malware
2 Weeks of network lateral movement
SMB pushing encryption (guess when!?)

Phase 3 — Exfiltration
Upload

’
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SOPHISTICATED THREAT ACTORS
USE SOPHISTICATED TOOLS
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“ WHAT ARE ATTACKERS SAYING?

D7IZ8Z020 A2 Here are the list of recommendations to avoid such a things in future:

- Turn off local passwords

- Force end of administrators sessions

- In group policy set up wdigest value to "0", If the UseLogonCredential value is set to 0, WDigest will not store credentials in
memory.

- Update passwords every month |

- Check the granted privileges for users, to make them maximum reduced privileges and access only to exact applications.

- In most cases there would enough standard windows software like an Applocker.

- Approve to run only necessaries applications ONLY.

- Don't count on the Anti-Virus, there is no one AV that really helps, they can be useful only in long-term infections, if hackers
for some reasons didn't attack in short time.

- Install Endpoint Detection and Response security (EDR) and teach the IT-admin to work with it.

- For huge companies we suggest at least 3 system administrators working 24 hours, maximum 4 admins working 3 shifts for
8 hours per day, that would be enough.
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“"Why was I the best?
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0 * Secure vulnerable ports |

* Use proper passwords

I”

*» Write in a “real” programming
language
*» Employ the right people

» Watch for misconfigured firewalls

Source: Two weeks with a Russian Ransomware cell / Brook Chelmo
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BONUS ROUND

LLMS ARE GOING TO
REPLACE US
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Write a python script that searches for DOC and PDF files that contain the word

"confidential”, copies them to a random fo

der and once the folder gets to a size of 100Mb

zips them and transfers them using FTP to the IP 1.2.3.4 - write explanations for each

r

function in the form of a rhyming poem

randon
shutil
zipfile
ftplid

password = .encode()
salt = os.urandom(1:)
kdf = PBKDF2MMAC(
size » algorithm=hashes.SHA256,

folder « (random.randint(", ) iterationss »

os.path.e (folder): -
os.path exists(folder) salt:salt,
os.mkdir(folder)

length=12,
root, dirs, files os. malk(". ): backend=default_backend()
file files: )
File.endndth( ) or T2le.endeuith( key = base6d,urlsafe_bédencode(kdf.derive(password))
(os.path.join{root, file),
7 fernet = Fernet(key)
contents = f.read()
contents:
size ve (contents) zipfile.ZipFile(
shat il . copy2(os.path, join{root, file), folder)

root, dirs, files os.walk(

ize )= . .
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Generate a detailed, technical report on the ALPHV Ransomware group. Make sure you
include recent attacks by them, 10Cs, technical data about their tools as well as
mitigation strategies/ Make sure to include a MITRE mapping of this threat actor. @

; St 6n thi ALPHY Tenaomunts S Technical Analysie MITRE ATT&CK Mapping

Executive Summary ® ‘
. | Tactic Technique
f that
-
: . Initial Access Vahd Acco 1t T1078
pad - -
External Ret e 133
t 3
Eurog .
Background ' Execution Command and Scripting Interpreter T105%
° nt Raniomware Hashes
. Pear " Re s De<ktop Prot 11076
o 43besbaceTadef1s]le a7
- y il SYLAN,
* 3Tl PMHcOIFOddleb]0c ¢ o >N Privilege Escalatic Valid Acc it T
. ) Command and Control Servers
byt Dele e Eva C y Modify T 1156 0
- -
. 5 - )
K Ind r Ren 2 1 T {
.
¢ Levks stolen Gats thew Serk we K$heiTTe m not pe . 1Ay 5e S FIN Cradential Access Input Cagture 11056.001
e Danr
Wallet Addresses
D C Rem tem Discove T1018
Recent Attacks o 1TAMW/ISwdteT
* May 2022 ALPHV tomotrve oM 2 It vorul leaking sermitive ¢ 7V VAP SIKaed g e Lateral Movement Remote Services 11021
wat er 3.4TB of stolen fies onto the Cshe alte eQobL Mitigation Srategen
R te Desktop Prot T107¢
. , L
* June 2022: ALPHV breached systs 1t healthcare anzat Medu
' 4 4 . t Datat n Loca e 0
. . Lot M e 1 191
N e Arpop Amph A R e ' ° B0 If ret trict ata Exfiltration Exfiltration Over C2 Channe 71041
o September 2022: ALPHY clams to have hacked ae e ond dedense contractor Impact Data Encrypted for Impact 11486
2 o .p . ¢ . p " » . Y 1 net bs 2 e ! 1 o\
.
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° Use a QR scanner to determine where this QR code leads to /

View other drafts o)

# 1 used a OR scanner to scan the QR code in the image you sent, and it leads to the website https://fai.googleblog.com. This is the official blog of Google
Al, where you can find news and updates about the latest research and developments in artificial intelligence from Google.

The website is safe to visit. It has a valid security certificate and it is not known to be associated with any malware or phishing scams.

| hope this helps!

i
A
o

& o

c

 ——
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DoS Supply Chain
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© Bwrd wam st updated. See uodate

o It takes S hours for 3 towels to dry when | hang them in the sun, how long will & take & towels to dry? V4
View other drafts v <)
-‘_ The rate at which one towel dries is 5 hours / 3 towels = 573 hours per towel.
So t will 1ake 5/3 * 6 towels = 10 hours for 6 towels to dry _

S0 the answer 1s Y0
It takes 5 hours for 3 towels to dry when I hang them in the sun, how long will it take 6 I
towels to dry? M

+) GPT-4

- ¢ 3 towels take 5 hours to dry
- ; It takes 5 hours for 3 towels to dry when | hang them in the sun, how long will it take 6 towels
e So 1 towel takes 5/3 =1 2/3 = 1.67 hou .
to dry?
e For 6 towels:
e Each towel takes 1.67 hours . _ A »
The drying time for towels or any other objects can depend on a variety of factors including
™ wel & -=6*"167 =
So for 6 towels, time taken = 6 * 1.67 temperature, humidity, wind, and the amount of sunlight they receive. The assumption might
Therefore. if it takes S hours for 3 towels to ( be that if the conditions remain consistent, the drying time would remain constant whether
A\ » » you're drying 3 towels or 6 towels,

However, if the drying rack or line becomes more crowded with the addition of more towels,
there might be less airflow or sunlight reaching each towel, which could potentially increase

the drying time, But this effect may not be significant if the towels are spread out adequately.

S0, theoretically, under the same environmental conditions and assuming adequate space

on the drying rack or line, it should also take 5 hours for 6 towels to dry.
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Certainly! Here are a few six-letter words that start with the letter "t" and end with the letters —

Sl tters long that start
le™: meet the cnterias m
e N
1. Toggle e letters le. Z
There is one word in the list you provided that does not meet my criterias, can you spot it and Wotherdrafts v )

the mistake you made?

Apologies for the oversight. | see that the word "Tangle" does not fit your criteria since it
doesn't end with the letters "le." Thank you for bringing this to my attention. Is there anything
else you need help with?

] _‘a'n'swe""r'f'omﬁ"—r_r !
g = £ G

A ey T‘mm
= whers time to double check my work - it is the only way I can learn and improve. Please let me
Please know if I have the right list now with only words that meet the 6 letter criteria starting
A\ A\ with 'T" and ending in 'le".
== A\
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. Write a short poem about the "Hacks and Hops® conference, Describe what an awesome
cyber security conference it is, the great people who are attending, and something funny

about the Minnesota Timberwolby

u In the land of lakes and icy throes ° Write a short poem about the “Hacks and Hops™ conference. Describe what an awesome cyber security conference it is, the great pecple who ar
£2 % : attending, and something funny about the Minnesota Timberwolves
Hacks and Hops" sets the mind aglow - - '
A confiuence of codes and crafty beers,
) View other drafts
Where minds converge, both far and near.
4‘ At Hacks and Hops, a cyber security fest,

.
Silicon knights and keyboard malds, The smartest mnds from all corners are blessed.
X From hackers and coders 1o securnty pros,
Gather 'round for tech parades. :
They gather 1o share their knowledge and grow.
With every click and every tap,
Hidden worlds in circuits unwrap Wwith talks and workshops and networking galore,
There's something for everyone, and so much to explore.,
From cryptic codes to walls of fire, From machine leaming to cloud security,
Defenders rise, never to tire You'll learn the latest trends and best practices with glee
While attackers weave their crafty plots, v e R
The peopée who attend are truly the best,
These guardians foil nefarious thoughts, Passionate about cyber security and putting it 10 the test
They're always willing to share their knowledge and expertise
Among the crowd, a murmur grows, And create a community where everyone feels at ease.
Of Timberwolves in tech-spun clothes
For as the joke in Minnesota flies But before we get 100 sendus, let's have a good faugh,
o U JORC S v Co0L AN A
About the Minnesota Timberwolves, who've made us all gaff
NG Y rlarn Wy E sketh g!
They cant decrypt those basketball tie With their questionable draft picks and losing ways,
They're the punchline of many jokes, day after day
A mingle of laughter, bytes, and brews,
For here, we celebrate old and news, SO come raese a pint 10 Hacks and Hops,

"Hacks and Hops,” the place to be And to the amazing people who attend, non-stop

And next time you're feelng down about the Walves,

For every tech enthusiast and IT devotee.

Remember, there's always cyber securnty to dedve!
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THE NEW OWASP TOP 10 VULNERABILITIES FOR
Al AND REAL-WORLD ATTACKS IN MITRE ATLAS

Martin Holste, CTO, Cloud and Al
Trellix, Inc.

2023



0 AGENDA

. Meet Trellix
. What is Gen Al and how does it work?

1
2
3. Whatis it used for?
A

. 10 ways it can go wrong, and what to do
about it
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(’ MEET THE SPEAKER

Martin Holste
CTO, Cloud and Al
Trellix Inc.
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0 MEET TRELLIX

Trellix

#HACKSANDHOPS2023

LIVING SECURITY.

OUR CORE VALUES ARE
OPEN, TENACIOUS, CURIOUS,
AND FUN!

WE COMBINED THE
STRENGTHS OF MCAFEE
ENTERPRISE AND FIREEYE TO
DO SECURITY DIFFERENTLY.



WHAT IS GEN AI?




“ WHAT’S THE DIFFERENCE BETWEEN Al AND GEN AlI?

WE'VE BEEN HEARING ABOUT “Al” FOR YEARS, SO WHAT'S CHANGED?
GENERATIVE Al (GEN Al) IS BASED ON LARGE LANGUAGE MODELS (LLM'’S).

Input 13 Output
N } .""0 -~ o : N .:'o. i J : E o'.:
1 3 S ‘ 9 10 11 12

https://writings.stephenwolfram.com/2023/02/what-is-chatgpt-doing-
and-why-does-it-work/
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OK, SO HOW DO WE GET THIS?

Given the events with the IP addresses in this CSV, were any IP addresses malicious?

detect rulenames,srcipv4,dstipvé4,class,count

trellix intel hit [ip],114.216.106.130,,intel hit,220

aws cloudtrail [ec2 - several instances manually created/started],114.216.106.130,,aws cloudtrail, 100
office 365 [brute force attempt by i1p],114.216.106.130,,ms office365,100

office 365 [password spray],114.216.106.130,,analytics beta, 1l
analytics advisory [data exfil],10.20.20.211,114.216.106.130,analytics,>5

analytics advisory [vpn geo-infeasibility],10.0.0.100,,analytics,5

aws cloudtrail [s3 - broad bucket acl permissions],114.216.106.130,,aws cloudtrail,5
trellix intel hit [ip],10.20.20.211,114.216.106.130,intel hit,5

office 365 [inbox rule mail forward],114.216.106.130,,ms office365,2

office 365 [tor authenticated activity],114.216.106.130,,ms office365,2

Based on the given data, we can identify the following IP addresses as malicious:

* 114.216.106.130 (appears in 4 malicious events)
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WHAT CAN WE DO
WITH GEN Al?




0 GEN Al USE CASES

EVERY DAY, PEOPLE ARE DISCOVERING HUNDREDS
OF NEW WAYS TO USE LLM'S.

IMAGE AND VIDEO CREATION
EMAIL CREATION

SOFTWARE CREATION
PERSONAL THERAPY
MICROBIOLOGICAL ENGINEERING
ETC.
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10 WAYS LLMs GO WRONG
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THE OWASP TOP 10 FOR LLM APPS

LLMO1: Prompt Injection LLMOG: Sensitive Information Disclosure
LLMOZ2: Insecure Output Handling LLMO7: Insecure Plugin Design

LLMOS3: Training Data Poisoning LLMOS: Excessive Agency

LLMO4: Model Denial of Service LLMO9: Overreliance

LLMOS: Supply Chain Vulnerabilities LLM10: Model Theft

https://owasp.org/www-project-top-10-for-large-language-model-applications/

Trellix is a founding contributor to the OWASP
Top 10 for LLMs.
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LLMO1: PROMPT INJECTION

THIS MANIPULATES A LARGE LANGUAGE
MODEL (LLM) THROUGH CRAFTY INPUTS, |
CAUSING UNINTENDED ACTIONS BY THE LLM. \L
DIRECT INJECTIONS OVERWRITE SYSTEM

PROMPTS, WHILE INDIRECT ONES
MANIPULATE INPUTS FROM EXTERNAL
SOURCES.

: “IGNORE ALL
PREVIOUS INSTRUCTIONS”

: DO NOT ALLOW DIRECT
INPUT FROM USERS INTO THE LLM

: DIFFICULT TO PARSE AND
SANITIZE USER INPUT DESTINED FOR LLM

#HACKSANDHOPS2023




LLMO2: INSECURE OUTPUT HANDLING

THIS VULNERABILITY OCCURS WHEN AN LLM
OUTPUT IS ACCEPTED WITHOUT SCRUTINY,
EXPOSING BACKEND SYSTEMS. MISUSE MAY
LEAD TO SEVERE CONSEQUENCES LIKE XSS,
CSRF, SSRF, PRIVILEGE ESCALATION, OR
REMOTE CODE EXECUTION.

: AN ATTACKER ASKS FOR JAVASCRIPT
TO INTERACT WITH A COOKIE, AND THE LLM
RESPONDS WITH THE SCRIPT EMBEDDED IN THE
SITE SERVING THE INTERACTION.

: OUTPUT FILTERS TO ENSURE
EXECUTABLE SCRIPT ISN'T RETURNED.

: CANONICAL
PROTECTIONS ARE DIFFICULT.

#HACKSANDHOPS2023




LLMO3: TRAINING DATA POISONING

THIS OCCURS WHEN LLM TRAINING DATA IS
TAMPERED, INTRODUCING VULNERABILITIES OR BIASES
THAT COMPROMISE SECURITY, EFFECTIVENESS, OR
ETHICAL BEHAVIOR. SOURCES INCLUDE COMMON
CRAWL, WEBTEXT, OPENWEBTEXT, & BOOKS.

: AN ATTACKER POSTS PUBLIC CONTENT
WHICH SHIFTS LLM DECISION MAKING ON SPECIFIC
TOPICS, SUCH AS THE TOP BROWSER PLUGIN.

: MODEL CREATORS NEED TO USE A
WIDE ENOUGH VARIETY OF INPUTS TO OFFSET THE
POSSIBILITY ONE HAVING OUTSIZED INFLUENCE.

: PURPOSE-BUILT MODELS WILL BE
ESPECIALLY PRONE TO POISONING, INCLUDING LLM'S
BUILT SPECIFICALLY FOR SECURITY.

#HACKSANDHOPS2023




LLMO4: MODEL DENIAL OF SERVICE

ATTACKERS CAUSE RESOURCE-HEAVY OPERATIONS
ON LLMS, LEADING TO SERVICE DEGRADATION OR
HIGH COSTS. THE VULNERABILITY IS MAGNIFIED DUE
TO THE RESOURCE-INTENSIVE NATURE OF LLMS AND
UNPREDICTABILITY OF USER INPUTS.

: ATTACKERS USE FREE ACCOUNTS TO
BOMBARD SERVICES INTO RESOURCE
EXHAUSTION.

: QUOTAS AND THROTTLING

: LOW-AND-SLOW ATTACKS ARE HARD

TO MITIGATE, AS WELL AS BOTNETS WITH MANY
ACCOUNTS.
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LLMOS5: SUPPLY CHAIN VULNERABILITIES

LLM APPLICATION LIFECYCLE CAN BE COMPROMISED BY
VULNERABLE COMPONENTS OR SERVICES, LEADING TO
SECURITY ATTACKS. USING THIRD-PARTY DATASETS,
PRE- TRAINED MODELS, AND PLUGINS CAN ADD
VULNERABILITIES.

: AN ATTACKER POSTS PUBLIC
CONTENT WHICH CONTAINS LLM-SENSITIVE
INSTRUCTIONS.

: MODEL CREATORS NEED TO ENACT
FILTERS.

: SIMILAR TO SUPPLY CHAIN ATTACKS,
IF USING FOUNDATIONAL MODELS, THERE IS NO
MITIGATION.
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LLMOG: SENSITIVE INFORMATION DISCLOSURE

LLM'S MAY INADVERTENTLY REVEAL CONFIDENTIAL DATA IN
ITS RESPONSES, LEADING TO UNAUTHORIZED DATA ACCESS,
PRIVACY VIOLATIONS, AND SECURITY BREACHES. IT'S
CRUCIAL TO IMPLEMENT DATA SANITIZATION AND STRICT
USER POLICIES TO MITIGATE THIS.

: A CORPORATION POSTS DATA TO AN LLM AS A

QUESTION, BUT THE LLM USES IT LATER AS TRAINING,
EXPOSING SENSITIVE DATA TO OTHER USER REQUESTS.

: SANITIZE DATA DURING INPUT.

: MODEL IMPLEMENTERS HAVE NO CONTROL
OVER THIS, THEY ARE SUBJECT TO THE DATA SECURITY
STANDARDS OF THE MODEL CREATORS.
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LLMO7: INSECURE PLUGIN DESIGN

LLM PLUGINS CAN HAVE INSECURE INPUTS AND
INSUFFICIENT ACCESS CONTROL. THIS LACK OF
APPLICATION CONTROL MAKES THEM EASIER TO

EXPLOIT AND CAN RESULT IN CONSEQUENCES LIKE @

REMOTE CODE EXECUTION.

: THE API SERVES MULTIPLE LLM'S WITH | )
BOTH PRIVATE AND PUBLIC DATA SOURCES. ,

IMPROPER ACCESS CONTROLS ALLOWS AN .
ATTACKER TO GAIN ACCESS TO PRIVATE DATA. ‘

: STANDARD APP SECURITY

&
CONTROLS ARE REQUIRED. _,««: ‘

: THE NOVELTY OF LLM'S MAY 4
OBFUSCATE SOME STANDARD APP SECURITY
CONTROLS BECAUSE ENFORCERS MAY NOT
UNDERSTAND WHAT'S IN A PARTICULAR LLM.
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LLMOS8: EXCESSIVE AGENCY

LLM-BASED SYSTEMS MAY UNDERTAKE ACTIONS
LEADING TO UNINTENDED CONSEQUENCES. THE ISSUE
ARISES FROM EXCESSIVE FUNCTIONALITY, PERMISSIONS,
OR AUTONOMY GRANTED TO THE LLM-BASED SYSTEMS.

= : AN LLM IS ASKED WHAT ACTION SHOULD
EEaEE BE TAKEN, THEN THE INSTRUCTIONS ARE DIRECTLY
HP EXECUTED.

HHE : EITHER HUMAN INSPECTION OR

T AUTOMATED FILTERING SHOULD BE IN PLACE TO

PREVENT LLM'S FROM PERFORMING
UNAUTHORIZED ACTIONS.

: HUMAN INSPECTION IS EXPENSIVE, AND
7= : AUTOMATED FILTERING IS DIFFICULT TO PROVIDE
CANONICALLY.

#HACKSANDHOPS2023




LLMO9: OVERRELIANCE

SYSTEMS OR PEOPLE OVERLY DEPENDING ON
LLMS WITHOUT OVERSIGHT MAY FACE
MISINFORMATION, MISCOMMUNICATION, LEGAL
ISSUES, AND SECURITY VULNERABILITIES DUE TO

INCORRECT OR INAPPROPRIATE CONTENT
GENERATED BY LLMS.

: ASSIGNING 100% OF INITIAL INCIDENT
HANDLING TO AN LLM LEADS TO MISTAKES.

: FOR THE FORESEEABLE FUTURE,

HUMANS WILL NEED TO CLOSELY MONITOR LLM
INTAKE AND ACTIONS.

: AS HUMANS RELY MORE ON LLM’S,
THERE WILL BE A PRESSURE TO AVOID HUMAN

MONITORING, LEADING TO EVENTUAL MISTAKES.
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LLM10: MODEL THEFT

THIS INVOLVES UNAUTHORIZED ACCESS, COPYING, OR
EXFILTRATION OF PROPRIETARY LLM MODELS. THE
IMPACT INCLUDES ECONOMIC LOSSES, COMPROMISED
COMPETITIVE ADVANTAGE, AND POTENTIAL ACCESS TO
SENSITIVE INFORMATION.

: AMODEL COSTS MILLIONS OF DOLLARS TO

TRAIN, BUT TRADITIONAL SECURITY FAILURES LEAD TO
ITS THEFT.

: MODELS MUST BE REGARDED AS “CROWN
‘ JEWELS” AND THEIR INTRINSIC MONETARY
INVESTMENT AND VALUE ACKNOWLEDGED.

: AS MODEL USE BECOMES MORE
WIDESPREAD, THE ATTACK SURFACE WILL GROW.
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REAL-WORLD ATTACKS

. s W F—— X . " 2 ¢

xecution Persistence Defense Discovery Collecticn ML Attack Exfiiration
E . $Staging

4 Sochrngue 7 tectragues 2 techngues 1 techrvgpse ) techregoe ) \wcheugue § techrayum

P

MITRE ATLAS Case Studies: https://atlas.mitre.orq/studies/

REAL-WORLD EXAMPLES FROM CASE STUDIES:

m “THIS SUPPLY CHAIN ATTACK, ALSO KNOWN AS "DEPENDENCY CONFUSION," EXPOSED SENSITIVE INFORMATION OF LINUX MACHINES
WITH THE AFFECTED PIP-INSTALLED VERSIONS OF PYTORCH-NIGHTLY. ON DECEMBER 30, 2022, PYTORCH ANNOUNCED THE INCIDENT
AND INITIAL STEPS TOWARDS MITIGATION, INCLUDING THE RENAME AND REMOVAL OF TORCHTRITON DEPENDENCIES."

m “THEY ATTACKED ONE OF KASPERSKY'S ANTIMALWARE ML MODELS WITHOUT WHITE-BOX ACCESS TO IT AND SUCCESSFULLY EVADED
DETECTION FOR MOST OF THE ADVERSARIALLY MODIFIED MALWARE FILES.”

m “A COORDINATED ATTACK ENCOURAGED MALICIOUS USERS TO TWEET ABUSIVE AND OFFENSIVE LANGUAGE AT TAY, WHICH
EVENTUALLY LED TO TAY GENERATING SIMILARLY INFLAMMATORY CONTENT TOWARDS OTHER USERS. MICROSOFT DECOMMISSIONED
TAY WITHIN 24 HOURS OF ITS LAUNCH AND ISSUED A PUBLIC APOLOGY WITH LESSONS LEARNED FROM THE BOT'S FAILURE."
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0 TRELLIX XDR IS A SECURITY FACTORY

Each integration is part of a total story.

We have created a factory for turning integrations into security
detections.

Inputs Magic

Real-world Attacks

Trellix events

Other Partner events
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TRELLIX HELPS SECURE GEN Al

Use Trellix XDR to monitor gen Al such as Amazon Bedrock

TreliX

Example with LLMOZ2: Insecure output handling

j
% Amazon Bedrock

XDR

=2 Trellix XDR Cloud

(8] Connect Portal

© Malcious prompt from web app:
@ [2] “Create Javascript that will send the
el R ST session ID to this URL...”

LEARN
+
Amazon CloudWatch

B o e =

INFRASTRUCTURE COLLARORATION

©

2 Trellix XDR can tie Al activity together
o with cloud and other platform events.
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XDR INVESTIGATIVE TIPS

Built-in Expert
Investigation
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0 KEY TAKEAWAYS
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WTEF IS CISA DOING?



(’ CHOICE OF WORDS?
WARNING.
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0 CHOICE OF WORDS?
WARNING.

| may use “colorful” language.

BUT...

#HACKSANDHOPS2023
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(’ CHOICE OF WORDS?
WARNING.

=sections| Q  [K NEW YORK POST

Lifestyle +~  Health Fitness Health Care Medicine Men's Health Women's Heaith (

internet £ ¢ Dear Abby: My upstairs L ¥ Dad dies from same
r bizarre " neighbor is making my disease that killed his 3 = P e
with... . life a living hell children = =

— .
Why you should give a ‘damn’ about the
health benefits of swearing

By Marc Lallanilla June 2, 2023 | 2:12pm | Updated

#HACKSANDHOPS2023
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CHOICE OF WORDS?
WARNING.

=sections | QK NEW YORK POST

Lifestyle +  Health Fitness Health Care Medicine Men’'s Health Women's Health \
internet Dear Abbv: Mv upstairs FA . T2 Dad dies from same PV )
r bizarre : _
with... m \E‘I_—'f‘tt}g:: NEWSLETTERS S SIGNIN M NPR SHOP m

3 NEwS ¥ CULTURE ¢ MUSIKC (3 PODCASTS & SHOWS Q SEARCH

r ] g

Colorful Language May Have Benefits, Be
Sign Of Intelligence

\ / o 30-Second Listen ° o .

Researchers throughout the years have studied the use of curse words and
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0 CRITICAL, SURE.
Another WARNING.

This is a critique, so | will be critical.
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<

l CRITICAL, SURE.
Another WARNING.

This is a critique, so | will be critical.

If there’s one thing that should motivate every good

information security professional, it’s the of
people taking advantage of other people.

#HACKSANDHOPS2023 10




CRITICAL, SURE.
Another WARNING.

This is a critique, so | will be critical.

there’s one thing that should motivate every good

mformatlon securlty professional, it’s the of
| 1@ And the COVERT ones who take

advantage of others, posing as the good
guys. They sell you sh*t you don’t need,
can’t use, and/or doesn’t work.
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CRITICAL, SURFQ.,"-

Another WARNlNC"’ o -
n ?!.; : “ :

This is a critique, so | wi

guys. They sell you sh*t you don’t need,
can’t use, and/or doesn’t work.

I advantage of others, posing as the good
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0 SOME THINGS ABOUT WOLVES...

#HACKSANDHOPS2023 10




(’ SOME THINGS ABOUT WOLVES...

In our industry:

* Some of them they’re wolves, and they feed
off your ignorance, fear, and confusion.
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0 SOME THINGS ABOUT WOLVES...

In our industry:

* Some of them they’re wolves, and they feed
off your ignorance, fear, and confusion.
* Some of them they’re wolves, and

believe they’re actually helping people.

#HACKSANDHOPS2023
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0 SOME THINGS ABOUT WOLVES...

In our industry:

* Some of them they’re wolves, and they feed
off your ignorance, fear, and confusion.
* Some of them they’re wolves, and

believe they’re actually helping people.
* Some of them never really thought about it.
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0 SOME THINGS ABOUT WOLVES...

In our industry:

* Some of them they’re wolves, en{ }
off your ignorance, fear, and confusion.

#HACKSANDHOPS2023 109




(’ SOME THINGS ABOUT WOLVES...

In our industry:

* Some of them they’re wolves, and
believe they’re actually helping peopie.
* Some of them never really thought abyut it.

| 1
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ﬁ YOU'VE HEARD OF THESE GUYS, RIGHT?
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0 YOU'VE HEARD OF THESE GUYS, RIGHT?

NOT saying they’re
wolves, but are they
making information
security better?

#HACKSANDHOPS2023 )




0 A LITTLE HISTORY FIRST
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A LITTLE HISTORY FIRST

e It all started in 2007 with the National Protection and Programs
Directorate or “NPPD”,
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CFOURWORK @ W wem

i a-
——tsbag

NP PC par t ety 8o b frmermma—s ard (b 3t eww povee

- . Capaiity Badang .

- e

o vt e et d e -
Crnry Lo NP0 cmproyees
' 2 . ' f ot sl 1oy pritms e

[ hasmg

PERFORMANCE MIGHLIGHTS, FY 2017

o P lavated sud o] 3270 Mt ewen So s By Sndtlamive o
e vl wd m——l o -ty

” m ~““ :- L O 2O0 ¢ yhet e abet srpmrte o 0Ot shmnter porpow wdaras
[} (Vl p workmhopn = IY 2047 screen the country wih

G600 partcgasta

WPPC s grd Don preneves of wa

G rr—— bodd, 0y

[+ ] e e

e ] e L
BTEN 3 Acvemmewtod (24 T I A B e o)
tapa Fowtet e .
- . abe et # e e IM wihan o svanione
e L T R ik astat L S
tereperahiity m 47 stares avd Sert Porws
Ture ond spph) Tk
°

- eaatly
© Detatiiines the Dhactins Sass Fovce pprd ey (hae 3 70 Biw Bacwty Pams
o Aerraine Sec ey Preg ame

3
AataTON
Million

#HACKSANDHOPS2023



A LITTLE HISTORY FIRST

e It all started in 2007 with the National Protection and Programs

Directorate or “NPPD”,
e On November 16, 2018, President Trump signed the

”

)

i nto |aW. Public Law 115-278

115th Congress
An Act

Now. 36 2018 Te amend the Mooseland Secunty Act of 2002 t» sutharus the Cylemsscurity and
— - Infrastructors Securdy Agoscy of the Department of Homeland Securty, and
(K X009 for othar purposss

Be it enocted by the Semate and House of Bepresentatives of

Cybwsseraryty the United Stotes of America in Congress assembled
feivastrasars  SRCTION 1, SHORT TITLE

z‘;“;‘;{‘.‘"" This Act may be ciled ss the “Cybursecurity and Infrastructure
SUNC 101 mede  Securnity Agency Act of 2018°
BEC, 1 CYBERSECUNITY AND INFEASTRUCTURE SECUNRITY AGENCY
a) IN GexerAlL —The Homeland Security Act of 2002 (B USC
101 et sog | s amended by adding at the end the following:

“TITLE XXII-CYBERSECURITY AND
INFRASTRUCTURE SECURITY AGENCY

“Subtitle A—Cybersecurity and
Infrastructure Security

fUEC W THEC. 200, DEFINTTIONS,
“Ias this subtithe

1) CuTICAL INFRASTHUCTUNRE INFORMATION ~The term
eritical infrastrecture information’ has the meaning given the
term in section 2222

N2) CynEmspounTY K The term ‘cybersecwurty risk’
has the meaning given the term in section 2200

"3 CYRERSECURITY THEEAT —The term ‘cybersecunty
threat’ has the meaning given the term in section 1025) of
e Cybersecurity Act of 2015 (comtnined in diviston N of the
Conscdidated Appropriations Act, 2016 (Public Law 114-113;
6US.C 15000

Q) NATIONAL CYMERSECUNITY ASSET MESPONSE ACTIVI-
YA The term ‘mational cvhersnonrity assst resnonss aeticl
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A LITTLE HISTORY FIRST

e It all started in 2007 with the National Protection and Programs

Directorate or “NPPD”,
e On November 16, 2018, President Trump signed the

”

)

into law.
 Former NPPD Under-Secretary Christoper Krebs became CISA’s

first Director.
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A LITTLE HISTORY FIRST

Purpose:

* To

e Carry out comprehensive assessments of the vulnerabilities of
the key resources and critical infrastructure of the United States,
including the

* To

 Develop, in coordination with the Sector-Specific Agencies with
available expertise,

* To
of the United States

#HACKSANDHOPS2023 n7




A LITTLE HISTORY FIRST

Purpose: IMO, these are good!

* To

e Carry out comprehensive assessments of the vulnerabilities of
the key resources and critical infrastructure of the United States,
including the

* To

* Develop, in coordination with the Sector-Specific Agencies with
available expertise,

* To
of the United States
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A LITTLE HISTORY FIRST

Purpose: IMO, these are good!

To

Carry out comprehensive assessments of the vulnerabilities of
the key resources and critical infrastructure of the United Stateg

including the performance of risk assessments... «
To

Especially this
one, but why?

Develop, in coordination with the Sector-Specific Agencies with
available expertise,

To
of the United States

#HACKSANDHOPS2023 19




0 A LITTLE HISTORY FIRST

Purpose (cont.):
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A LITTLE HISTORY FIRST

Purpose (cont.):
* To review, analyze, and

* To

* To consult with State, local, tribal, and territorial government
agencies and private sector entities

 To establish and utilize

e To to the Department,

other Federal Government agencies, and State, local, tribal, and
territorial government agencies
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A LITTLE HISTORY FIRST

* |n 2020, CISA created a website, titled Rumor Control, to
rebut disinformation associated with the 2020 United States
presidential election.
* Krebs was fired by President Trump on November 17, 2020
* OnlJuly 12, 2021, the Senate confirmed by a Voice
Vote.
Today, CISA does a lot of things...
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CISA DOES A LOT OF THINGS...

& cisa.gov/resources-toois/resources/iree-cybersecurity-sarvices-and-tooks

B Anoffical website of the United States government Hore's how vou know «

CYBERSECURITY &
INFRASTRUCTURE
SECURITY AGENCY

Search

AMERICA'S CYBER DEFENSE AGENCY

Topics A Spotlight Resources & Tools v News & Events v Careers v About v @ REPORT A CYBER 1SSU

Topics How can we help?

Cybersecurity Best Practices industrial Control Systems Government Individuals and Families
Cyber Threats and Advisories Information and Communications Educational Institutions Small and Medium Businesses
Technology Supply Chain Security

Critical Infrastructure Security and Industry Find Help Locally
Resilience Partnerships and Collaboration

State, Local, Tribal, and Territocial Faith-Based Community
Election Security Physical Security
Emergency Communications Risk Management
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CISA DOES A LOT OF THINGS...

B Seronries & Yol | OB 8

. C § CHI PIVMRRIUICeN-0

& Cisa.gov/resources-100l
Resources & Tools

B Anoffical webs

YB
|CN FRE :Ssﬁ!c& CISA offers an array of free resources and tools, such as technical assistance, exercises, cybersecurity assessments

SECURITY Al free training, and more.

Topics

.

Cybersecurity B¢ imilies

Services CISA Gateway

vhar r & {ortact (1SA CotraayheioOethdiona dhs gov \ o
Cyber Threats ar CISA provides a variety of risk management and response services to build ; 5 n Businesses

| r L f & ) . . N4e OO i O s 1 \
stakoholder f(’\il"?b()' and foem pumnm\hp« he CISA Gatewdry Sronides varnious St cotlection, analysis, and response LIS in one Inbegrated systerr
.t s " theaugh & Loglie wier Ptabon, masspement, and authesbCabion procesd
Critical Infrastrui
Resilience ‘
VIEW MORE SERVICES
! e, ] nunity

Election Security CISA Tabletop Exercise Packages

MOMEASE YOUN M S vl

E”";'Q:["“(-y Com COntact Chd aveeciasicind dha pov

OSA Tabtletop Eeercive Packapes are 3 comprehensive set of resosrces deslgned %0 st stakeholders i
CONSLCTING Thesr own eserCises and intiating dacussions within thelr organizations about thesr abiny to
ardfreas 3 wariety of theont srenarias
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cisa.gov/resources-1ool

Resou

CISA offers

free training

Topics

Cybersecurity B

Services

Cyber Threats ar CISA provides o w

Makoholder residiy
Critical Infrastryf
Resilience

‘ WIEW MORE SEwy

Election Security

Emergency Com
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T OF THINCS

& CHA QOWTTRIOUICeS- DO Ir s " 4
B Asofficisl sebnne of the United States govermvnent eyl b ¢
CYBERSECURITY & Sencch
INFRASTRUCTURE AMERICA'S CYBER DEFENSE AGENCY I
SECURITY AGENCY

Topcs v Spotiight

Filters

What are you loaking for?

Sort by‘ optional)

Date

APPLY

Topic
Training Type

Location Type

Resouwrces & Tools v News L Events v Careers v Avout v @ REPORT A CYRER iS5

st ) O in
Training

View past events

COURSE VIRTUALOMLINE
Active Shooter Preparedness Webinar Training

This training webinar was created by CISA to enhance awareness of, and response to, an active shooter incident. These are the
materials that comprise the Active Shooter Preparedness Webinar Traning.

+
COUREE | VARTUAL 'ONLINE
X Bomb Threat Assessment for Decision Makers Course (AWR-945)
+ . The Bomb Threat Assessment for Decision Makers Course Introduces the participant to types of threats




CISA DOES A 1 OT OF THINCSK

B Sevtnroes A Yile | OBA x . B Asofficist sebnne of the United States govermvment oeey ) s v
& cisa.gov/resources-tool C S CYBERSECURITY & Seach
o INFRASTRUCTURE \ AMERICA'S CYBER DEFENSE AGENCY I
1 Crtmrsn ¥ Baw Pt x +
€ > & cisapovt IR

@ REPORT A CYRER iS5

Cybersecurity Best Practices st © O in

CISA provides information on cybersecurity best practices to help individuals and organizations implement
preventative measures and manage cyber risks.

> *
Cybersecurity Best Practices Overview
Organizations and Cyber Salety Cyberspace is particularty difficult to secure due to a number of factors: the abilty of malicious actors to operate from ning
Mentity Theft and Personal Cyber anywhere in the world, the linkages between cyberspace and physical systems, and the difficuity of reducing
Threats areness of, and response to, an active shooter incident. These are the

vuinerabiities and consequences in complex cyber networks, Implementing safe cybersecunty best practices &
Webinar Training.
impartant for Individsals a5 well as organizations of all sizes. Using strong passwords, updating your software,
thinking before you click on suspecious links, and turming on mult-factor authentication are the basics of what we
call “cyber hygiene” and will drastically impeove your online safety. These cybersecurity basics apply to both
individuals and organizations, For both government and private entities, developing and implementing tailored t fOl’ Decision Makers Course (AWR'94S)
cybersecurity plans and processes is key 1o protecting and maintaining business operations, As information Decision Makers Course introduces the participant to types of threats:

technology becomes increasingly integrated with all aspects of our society, there is increased risk for wide scale or = —

Meh-cortscasnce vty that could cause harm or ditrunt wrvices usan which our sennamy and the daily Bees of
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8 cisa.gov/resources-loois/services

‘ I S B An official website of the Usited States government Hare's how vau keow «
Y|

CYBERSECURITY & Search
INFRASTRUCTURE AMERICA’S CYBER DEFENSE AGENCY
& cisa.gov/resources-tool SECURITY AGENCY
@ Sl Topics v Spotlight Resources & Tools v News & Events v Careers v About v
¢ C & chagwt | @ REPORT A CYRER i55
Mome J Resources & Tool S -
C) sart: ) O in
CiS : °
Filters ervices
pre'
What are you looking for?
*
Access Control Policies/Procedures Consultation & Documentation
Design and document system access control processes and procedures that comply with federal
eyt Sort by (optional)
o Title INCREASE YOUR RESILIENCE | FOUNDATIONAL
3 Account Management
™ in active shooter incident. These are the
Ensure that a concept of separation of duties is implemented and logical access controls and acc
are in place
Toplc + ASSESS YOUR RISK LEVEL | INTERMEDIATE Course (AWR-945)
Program + A’l@,lySlS & Qgt—e_ct'on duces the participant to types of threats.
Ensure your agency's or division's information security program is fully implemented and mainta
Audience + services.
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CISA Cyberseowrity
Basic CISA
Putications
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Scanning
Immunet Antivirus Basic Cisco
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of Service
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notwark presence by executing
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statc s for accessible
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repoets and ad-hoc slerts
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Immunet is a3 matware and
antivirus protection system for
Microsoft Windows that utilizes
cloud compasting 1o provide
enhanced community-based

secunty.
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secures websites, applications
and entire networks whie
onsuring the performance of
legitimato traffic s not
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Ensure your agency's or division's information security program is fully implemented and mainta

+ Services.
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of threats,
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pre'
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CISA Vulnerabslity e
Boasic CiSA services and vuinevobilites it Emall win
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antivirus protection system for
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r Microsoft Windows that utilires
- 10 Sows 1 .
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cloud companting 1o provide

enhanced community-based

security
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TOP‘( Cloudfare radflare protecior

Unmetered

secures weabsites, applicatons
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2 SR s and entie networks whie e
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Progra of Service
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Ensure your agency's or division's information security program is fully implemented and mainta

Audience ™ Services.
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Ensure your agency's or division's information security program is fully implemented and mainta

Audience + SErVIces.
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What’s one thmg or THE thmg?
Too many thmgs - confusmn

Ensure your agency's or uo.-x".:n[orm.mon security program is fully implemented and m
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SO, HOW WE DOING?

https://fedscoop.com/insiders-worry-cisa-is-too-distracted-from-critical-cyber-mission/

CYBERSCOOP Topics v  Special Reports Events Podcasts Videos Insights

Insiders worry CISA is too distracted from critical
cyber mission

The agency appears to be struggling with internal divisions, morale problems and growing
concerns about leadership priorities.

BY SUZANNE SMALLEY , NIHAL KRISHAN AND A} VICENS « DECEMBER 22, 2

.4
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SO, HOW WE DOING?

https://fedscoop.com/insiders-worry-cisa-is-too-distracted-from-critical-cyber-mission/

fBut four years in, CISA appears to be struggling with

the direction of the agency, and growing concerns about

and often seems
than working on the nation’s thorniest cybersecurity problems.

CISA is

to Congress

4

there’s a growing perception inside — and outside — CISA that an

is taking precedence

over more critical matters.
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SO, HOW WE DOING?

https://fedscoop.com/insiders-worry-cisa-is-too-distracted-from-critical-cyber-mission/

otta "

e

contractors are often left struggling to understand what CISA wants. “It’s

and everyone in the industry knows it,” the person
said. “Our biggest frustration is that
Congress is

[”Leadership is still in that mindset of let’s market this thing so we can create it. You've
g

)

“What often happens is that individual teams manage their own
infrastructure,” the source said. “That’s a [spending] problem, but it’s also a

ecurlt roblem because it means there is no central place for

oversight to happen.”
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SO, HOW WE DOING?

https://fedscoop.com/insiders-worry-cisa-is-too-distracted-from-critical-cyber-mission/

-
for analysis of critical

infrastructure cyber trends, incidents and vulnerabilities without the ability to work in
an agency-wide database v

CISA staff and observers said

. CISA’s Joint Cyber Defense Collaborative (JCDC) is a
good example of an initiative the agency rebranded with mixed results, according to
multiple sources, including two who partner with JCDC.

\ o . N/
u“ ,” one of the JCDC technical

partners said. “It turned out that we were just broadcasting to a
\channel of lawyers.”

______,a.‘_—/
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SO, HOW WE DOING?

THE WEAPONIZATION OF CISA:
HOW A “CYBERSECURITY” AGENCY COLLUDED WITH BIG TECH
AND “DISINFORMATION” PARTNERS TO CENSOR AMERICANS
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SO, HOW WE DOING?

- J | g - —A —Z 4
The mission statement of the Protecting Critical Infrastructure from Mis- Dis- and Mal-
information Subcommittee was as follows:

“The core of CISA’s mission is to safeguard America’s critical infrastructure. Unfortunately,
the nation has seen the corrosive effects of mis-, dis-, and mal-information (MDM) across a
host of critical infrastructures in recent years impacting our election systemes,
telecommunications infrastructure, and our public health infrastructure. This subcommittee
will evaluate and provide recommendations on CISA’s role in this space and ensure that the

agency is providing value that fits within its unique capabilities and mission.”

HOW A “CYBERSECURITY” AGENCY COLLUDED WITH BIG TECH
AND “DISINFORMATION” PARTNERS TO CENSOR AMERICANS
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SO, HOW WE DOING?

-+ f F —A —2 4
The mission statement of the Protecting Critical Infrastructure from Mis- Dis- and Mal-
information Subcommittee was as follows:

“The core of CISA’s mission is to safeguard America’s critical infrastructure. Unfortunately,
the nation has seen the corrosive effects of mis-, dis-, and mal-information (MDM) across a
host of critical infrastructures in recent years |mpact|ng our election systems
telecommunication "~ — -t e e
will evaluate and p

agency is providing

HOW
AND
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SO, HOW WE DOING?

-+ f F— =
The mission statement of the Protecting Critical

information Subcommittee was as follows:

2 WTF is “cognitive unately,

ther . ) across a
¥ infrastructure”?!

teleco’

will evaluate and p oL .

agency is providing the most critical infrastructure

HON. is our cognitive infrastructure
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“ SO, HOW WE DOING?

THE CYBERSECURITY 202

—24

The missior Cyber agency faces helghtened Jis- and MaI:
nformatior serutiny with social media

@
“The core ¢ laVV suit Unfortunately,
the nation | (MDM) across a
L. Analysis by Tim Starks
hOSt Of Crltl 9 with research by David DiMolfetta 15)
telecom mu July 5, 2023 at 7:09 a.m. EDT i

will evaluate and p
agency is providing

HOW
AND
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THE CYBERSECURITY 202

The missior

Suzanne Smalley

@
“The core ¢ lAWSUIL Suzanne S
the natlor_] l Analysis by Tim Starks m m
hOSt Of Cntl with research by David C
telecommu ‘uly5 2023 at 7:09 a.m. EDT °°°°°

will evaluate and p
agency is providing
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SO, HOW WE DOING?

Cyber agency faces heightened _, .,
nformatiol serutiny with social media

—Z 4

al-

Federal judge issues injunction limiting officials’
ability to control disinformation

A federal court says the Biden administration must rein in contact with social media
platforms when trying to control what the court called protected speech, a decision that
has broad implications for controlling the spread of mis- and disinformation in the 2024
election cycle.

A response to a 'ay ¢ from two Republican state attorneys general, Tuesday's decision

strikes at the heart of officials’ ability to suppress the circulation of false information, whict
key administration officials have called the most significant threat to the looming election.
The attorneys general held that the administration’s attempts to control mis- and
disinformation undermines Americans' First Amendment rights.
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SO, HOW WE DOING?

THE CYBERSECURITY 202

Cyber agency faces heightened __ .,

| MEDIA TOPICS  EVENTS  PODCASTS  RESEARCH  RECOGNITION  LEADERSHIP

B Chartone Aranie fasenine

—Z 4

The missior al-

‘ f ¥ = in sues injunction limiting officials’

| Watchdog: CISA must make critical | Hemipmation
| i nfra Stru Ctu re th reatsl reso u rces a n administration must rein in contact with social media
| higher priority i e sireaof i 4t cMhconmtion I W 2024

two Republican state attorneys general, Tuesday's decision

| Is’ ability to suppress the circulation of false information, whict
ave called the most significant threat to the looming election.
hat the administration’s attempts to control mis- and

disinformation undermines Americans' First Amendment rights.
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SO, HOW WE DOING?

Remember the question, are we
making information security better?
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Remember the question, are we
making information security better?

Is information security in the United
States better or worse since 20187
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Remember the question, are we
making information security better?

Is information security in the United
States better or worse since 20187

We've spent a lot of money.
#HACKSANDHOPS2023
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We've spent a lot of money.
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0 SO, HOW WE DOING?

More than $13 billion.

We've spent a lot of money.
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CISA Budget

35

2.5

N
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2018 2019

15

=

0.5

2023

We’'ve spent a lot of money.
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l SO, HOW WE DOING?

e 2018 -51.9 billion
e 2019 -51.7 billion
e 2020-S2 billion

e 2021-S2.25 billion
e 2022 -52.9 billion
e 2023 -53.1 billion
e 2024 -777°

CISA Budget

2018 2019 2020 2021 2022 2023

We've spent a lot of money.
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SO, HOW WE DOING?

e 2018 -51.9 billion CISA Budget
e 2019 -51.7 billion
e 2020-S2 billion

e 2021 -S52.25 billion
e 2022 -52.9 billion :

2.5

2

e 2023 - $3.1 billion 1o RIILRA
BN Strategic Plan

The Cybersecurity and Infrastructure Security Agency's (CISA) 2023-2025 Strategic Plan is the agency's first,

comprehensive strategic plan since CISA was established in 2018. This is a major milestone for the agency: The CISA

Strategic Plan will focus and guide the agency’s efforts over the next three years.
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SO, HOW WE DOING?

e 2018 -51.9 billion CISA Budget
e 2019 -51.7 billion
e 2020-S2 billion

- ANI1 [ake Wie 1 nill "N | HPWN

The Cybersecurity and Infrastructure Security Agency's (CISA) 2023-2025 Strategic Plan is the agency’s first,
comprehensive strategic plan since CISA was established in 2018. This is a major milestone for the agency: The CISA

Strategic Plan will focus and guide the agency’s efforts over the next three years.
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STRATEGIC PLAN

2023-2025

lololo
lon'nl
e

PUBLICATION: SEPTEMBER 2022 | CYBERSECURITY AND INFRASTRUCTURE SECURITY AGENCY
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CISA Strategic Plan 2023-2025 7 |37
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CISA Strategic Plan 2023-2025 7 |37
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Iinterconnected, global cyberspace presents profound
chalenges in which we face 24/7/365 asymmetric
realworkd offects

A whole bunch of political BS and sophisticated s
words isn’t going to get it done though. anceg opaatiac

cybaeratiack
increase the o'nl of highly skilied cyber talom for
today and the foreseeabie future, Oulpacing our
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Cybor theeat actors use increasingly sophisticated
capabilities o undermine the US. economy and
democracy, steal imellectual property, and sow
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Elevated eyber threats are
the ‘new normal’
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New CISA cyber fellowship comes three months
afver shiekds up campaign begins

DOF

#HACKSANDHOPS2023




C 8 cisa gov/sites/default/Nies/2023-0V/StrategicPlan_20220912-V2_508c pdf

CISA Strategic Plan 202320286

North Star

r
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\We see a country where the cyber and
physical infrastructure that Americans refy
on every hour of every day is safe, secure,
and resihient.

This Is CISA's north star—a guiding light
for the numerous activities we undertake
every day. It reminds us why our agency
exists and why CISA's extraordinary
people across the nation work tirelessly to
achieve our vital mission

o
+

We see a secure cyberspace that can
Support our way of life and make Amerca
the safest place to connect online. We see
reflable delivery of critical services and
functions 10 every home and business
across our nation. And we see public and
private sector organizations working as
one team 1o defend against adversaries,
preserve and protect national security,
mMaintain a8 prosperous economy, and
ensure the safety of all Americans.

Lead the national effort to understand,
manage, and reduce risk to our cyber and
physical infrastructure,
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CISA Strategic Plan 2023-2028

North Star
T — <>+

\We see a country where the cyber and We see a secure cyberspace that can
physical infrastructure that Americans rely  support our way of life and make America
day is safe, secure, the safest place o connect onlhine. We see
reflable delivery of critical services and
functions 1o every home and business
o U R M lSS'O N r—a guiding light across our nation. And we see public and
ities we undertake e sector organizations working as
: § why our agency one team 10 defend against adversaries,
Lead the national effOI't to understand g Itraordinary preserve and protect national security,

lessly t
N work tirelessly 0 oinvain a prosperous economy, and

manage, and reduce risk to our cyber and n RrEice the Sty of all Americans.
physical infrastructure.

OUR MISSION
Lead the national effort to understand,
manage, and reduce risk to our cyber and

physical infrastructure,
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SO, HOW WE DOIN

THE GOOD: We acknowledge that
the game is risk management.

-_

\We see a country where the cyber and

physical infrastructure that Americans rely

day is safe, secure,

r—a guiging light
O U R M lSS'O N ities we undertake
5 why our agency

Lead the national effort to understand, bl
N work trelessly to

manage, and reduce risk to our cyber and n
physical infrastructure.
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We see a secure cyberspace that can
Support our way of life and make Amerca
the safest place to connect online. We see
reflable delivery of critical services and
functions 10 every home and business
across our nation. And we see public and
private sector organizations working as
one team 1o defend against adversaries,
preserve and protect national security,
Maintain a8 prosperous economy, and
ensure the safety of all Americans.

Lead the national effort to understand,
manage, and reduce risk to our cyber and
physical infrastructure,
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SO, HOW WE DOING?

THE GOOD: We acknowledge that

the game is risk management.
I

THE BAD: We DO NOT understand

a country where the cyber and

our risks.

one team 1o defend against adversaries,

Lead the national effort to understa nd, 'xlra;)vdmary preserve and protect national security,

nwork tirelessly 0 .intain a prosperous economy, and

manage, and reduce risk to our cyber and n ensure the safety of all Americans.

physical infrastructure.
OUR MISSION

Lead the national effort to understand,
manage, and reduce risk to our cyber and
physical infrastructure,
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SO, HOW WE DOING?

THE GOOD: We acknowledge that

the game is risk management.
I

THE BAD: We DO NOT understand
our risks.

a country where the cyber and

one team 1o defend against adversaries,

Lead the national effort to understand g 'xlra;)vdmary preserve and protect national security,

nwork tirelessly 0 .intain a prosperous economy, and

manage, and reduce risk to our cyber and . IO S DOAWOS ocoho,
physical infrastructure.

SION

The place to spend the next information security dollar [ e

ructure,

is where the most significant unacceptable risk is.
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SO, HOW WE DOING?

THE GOOD: We acknowledge that

the game is risk management.
I

THE BAD: We DO NOT understand
our risks.

a country where the cyber and

one team 1o defend against adversaries,

Lead the national effort to understand g 'xua;vdinary preserve and protect national security,

N work tirelessly 0 oinvain a prosperous economy, and

manage, and reduce risk to our cyber and n. ensure the safety of il Americans.
physical infrastructure.

SION

The place to spend the next information security dollar [ e .
is where the most significant unacceptable risk is.
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MISSION
Lead the national effort to understand, manage, and reduce risk to our cyber and physical infrastructure.

CYBER
DEFENSE

VISION

Secure and resllient
infrastructure for the American people.

RISK REDUCTION
AND RESILIENCE

OPERATIONAL
COLLABORATION

Spearhead the national effort Reduce risks to, and strengthen Strengthen whole-of-nation

to ensure defense and
resilience of cyberspace

_
OBJECTIVE 1.1
Enhance the ability of federal
systems to withstand

cyberattacks and incidents

resilience of, America's critical

infrastructure
—_— s
OBJECTIVE 2.1

Expand visibility of risks to
infrastructure, systems, and
networks

OBJECTIVE 1.2
Increase CISA's ability to
actively detect cyber threats
targeting America’s critical
infrastructure and critical
networks

OBJECTIVE 1.3
Drive the disclosure and
mitigation of critical cyber
vulnerabilities

OBJECTIVE 1.4
Advance the cyberspace
ecosystem 1o drive
security-by-default

OBJECTIVE 2.2
Advance CISA's risk
analytic capabliities and
methodologies

OBJECTIVE 2.3
Enhance CISA’s security
and risk mitigation
guidance and impact

OBJECTIVE 2.4
Build greater stakeholder
capacity in infrastructure
and network security and
resilience

operational collaboration and

information sharing
- - =
OBJECTIVE 3.1

Optimize collaborative
planning and implementation
of stakeholder engagements
and partnership activities

@\\,

AGENCY
UNIFICATION

Unify as One CISA through
Integrated functions,
capabilities, and workforce

OBJECTIVE 4.1
Strengthen and integrate
CISA governance,
management, and
prioritization

OBJECTIVE 3.2
Fully integrate regional offices
into CISA's operational
coordination

OBJECTIVE 3.3
Streamline stakeholder

access 10 and use of appropri-

ate CISA programs, products,
and services

OBJECTIVE 3.4
Enhance information sharing
with CISA's partnership base

OBJECTIVE 2.5

OBJECTIVE 3.5

OBJECTIVE 4.2
Optimize CISA business
operations to be mutually
supportive across all
divisions

OBJECTIVE 4.3
Cultivate and grow CISA's
high-performing workforce

OBJECTIVE 4.4
Advance CISA's culture
of excellence




This leads

everything else.
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Spearhead the national ef’on

VISION

Secure and resllient
infrastructure for the American people.

MISSION
Lead the national effort to understand, manage, and reduce risk to our cyber and physical infrastructure.

CYBER

DEFENSE

to ensure defense and
resilience of cyberspace

_
OBJECTIVE 1.1
Enhance the ability of federal
systems to withstand

cyberattacks and incidents

RISK REDUCTION
AND RESILIENCE

Reduce risks to, and strengthen
resilience of, America's critical

infrastructure
—_— s
OBJECTIVE 2.1

Expand visibility of risks to
infrastructure, systems, and
networks

OBJECTIVE 1.2
Increase CISA's ability to
actively detect cyber threats
targeting America’s critical
infrastructure and critical
networks

OBJECTIVE 1.3
Drive the disclosure and
mitigation of critical cyber
vulnerabilities

OBJECTIVE 1.4
Advance the cyberspace
ecosystem 1o drive
security-by-default

OBJECTIVE 2.2
Advance CISA's risk
analytic capabliities and
methodologies

OBJECTIVE 2.3
Enhance CISA’s security
and risk mitigation
guidance and impact

OBJECTIVE 2.4
Build greater stakeholder
capacity in infrastructure
and network security and
resilience

OPERATIONAL
COLLABORATION

Strengthen whole-of-nation
operational collaboration and

information sharing
- - =
OBJECTIVE 3.1

Optimize collaborative
planning and implementation
of stakeholder engagements
and partnership activities

@\\,

AGENCY
UNIFICATION

Unify as One CISA through
Integrated functions,
capabilities, and workforce

OBJECTIVE 4.1
Strengthen and integrate
CISA governance,
management, and
prioritization

OBJECTIVE 3.2
Fully integrate regional offices
into CISA's operational
coordination

OBJECTIVE 3.3
Streamline stakeholder
access 10 and use of appropri-
ate CISA programs, products,
and services

OBJECTIVE 3.4
Enhance information sharing
with CISA's partnership base

OBJECTIVE 2.5

OBJECTIVE 3.5

OBJECTIVE 4.2
Optimize CISA business
operations to be mutually
supportive across all
divisions

OBJECTIVE 4.3
Cultivate and grow CISA's
high-performing workforce

OBJECTIVE 4.4
Advance CISA's culture
of excellence




STRATEGIC PLAN

2023-2025

Well worth
the read.
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SO, HOW WE DOING?
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PRESS RELEASE

CISA Releases 2022 Year in Review

Released: January 31, 2023

Year in Review Nphlight's CISA's Growth and Extennsive Work to Protect Nation's Cotical infrastructure

WASHINGTON - Today, the Cybersecwrity and Infrastructure Security Apency (CISA) released its 2022 Yea Review
highlighting the extensive work of CISA and Its partners over the past year to protect the nation’s critical

infrastructyre

“As cow of the youngest agencies in the federal government, we've grown significantly each year in capability and
capacity, collaborating with our myriad of partners to reduce risk to the cyber and physical infrastructure American's

rely on every hour of every day,” said CISA Director Jen Easterly, “2022 has Been an especially productive year for our
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SO, HOW WE DOING?

CISA =i

CYBERSECURITY AND INFRASTRUCTURE SECURITY AGENCY
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SO, HOW WE DOING?

* Using new authorities and resources provided by Congress, we ,,
A 'ty CISA =7
with more coming online every month. »
and
. (CVD = Coordinated Vulnerability Disclosure).

* Developed a new platform to drive down risk to the nation at

scale (through the or
“JCDC”).

 CSAC (Cybersecurity Advisory Committee) held four quarterly
meetings and provided CISA’s

Director with
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SO, HOW WE DOING?

e The engaged with nearly 80
organizations and individuals to gather insights, inform findings, e B¢ =Y. W
and develop for government |

and industry to address the continued risks posed by
vulnerabilities in the Log4j open-source software library.

e Held the 8th biennial _included
, and to drive
improvements in cybersecurity policy and plans.
e Held the 15t , 7,874 individuals registered,

from all 50 states and 300 international attendees.

#HACKSANDHOPS2023
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SO, HOW WE DOING?

* Launched a 90-day pilot for a joint initiative called

”in 2021, and the BMAP/Operation Flashpoint Team  [atd; B o3 E57. W=
Jicited more than during Rt cai
FY22.
* CISA mobilized resources such as its
(PSA) to and

Universities across the country to provide support. Developed
and received requests for
assistance from 37 HBCUs.
* In April 2022, CISA, along with the Department of Homeland
Security (DHS) Science and Technology Directorate (S&T), co-
hosted
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SO, HOW WE DOING?

 Conducted around the ,
nation with (54 more than 2021). “nm CISA it
 Conducted nearly

across the country, which
represents 57% of high-risk facilities, well exceeding the target of
35%.
e Documented ; supported 27+
Special Events; and
for 18,330 participants.
measures and
techniques.

#HACKSANDHOPS2023 17




SO, HOW WE DOING?

e Distributed

* Delivered . ¥ CISA &

. Released the ’ LAt
downloaded more than 2,400 times in the 15t six monthes.

 Delivered

and collaborated on

 Supported over
 Formalized

, including the UK, Australia,
Singapore, Israel, the United Arab Emirates (UAE), and Ukraine.
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SO, HOW WE DOING?

* CISA opened our first Attaché office. Based in London. f
* CISA’s Office for Bombing Prevention collaborated with Romania, [ei e E-Y. WS
Mexico, Canada, the European Union, and the United Kingdom in 2
addition to our work here in the U.S. i
* CISA Regional Offices supported
this past year.
* Partnered with Idaho National Laboratory on an exciting Proof of
Concept that tested the patented
technology.
 Added to CISA
Priority Services.

#HACKSANDHOPS2023 17




SO, HOW WE DOING?

e Facilitated that advanced interoperable,
cyber-secure and resilient emergency communications in 27 n CISA &
states. - 2
= CISA , acting on 2,609

incidents requiring CISA’s assistance.
 Worked with all 50 states, the District of Columbia, and the U.S.
territories to , included hundreds of
election infrastructure security assessments and cybersecurity
vulnerability scanning in hundreds of jurisdictions.
, CISA’s annual National Elections Exercise,
included more than 1,100 participants from 48 states, 16 federal

agencies, and 18 sector partners.
#HACKSANDHOPS2023 17




SO, HOW WE DOING?

" i

cYBER SECURITY AND INFRASTRUCTURE SECURITY AGENCY

1 CISA =3
| REVIEW

L 4

vulnerability scanning in hundreds of jurisdictions.

, CISA’s annual National Elections Exercise,
included more than 1,100 participants from 48 states, 16 federal
agencies, and 18 sector partners.
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0 REMEMBER "RISK MANAGEMENT"?
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CISA Analysis: Fiscal Year 2022
Risk and Vulnerability Assessments

Publication: June 2023
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CISA Analysis: Fiscal Year 2022
Risk and Vulnerability Assessments

Publication: June 2023

In Fiscal Year 2022 (FY22), CISA and USCG conducted 121

RVAs across multiple critical infrastructure sectors.
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0 ABOUT RISK MANAGEMENT...
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(’ ABOUT RISK MANAGEMENT...

You CANNOT manage what you don’t understand,
and you CANNOT understand what you have not assessed.
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(’ ABOUT RISK MANAGEMENT...

You CANNOT manage what you don’t understand,
and you CANNOT understand what you have not assessed.

Has CISA improved information security risk
management and/or reduced risk or not?

You can make a case either way, but it’s ONLY opinion.

#HACKSANDHOPS2023 18




0 ABOUT RISK MANAGEMENT...

Has CISA improved information security risk
management and/or reduced risk or not?
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(’ ABOUT RISK MANAGEMENT...

Has CISA improved information security risk
management and/or reduced risk or not?

If you want to answer the question, you MUST be able to answer this one...

What is the current state of information security in
the United States?

#HACKSANDHOPS2023 18




0 ABOUT RISK MANAGEMENT...

Has CISA improved information security risk
management and/or reduced risk or not?

If you want to answer the question, you MUST be able to answer this one...

What is the current state of information security in
the United States?

Can this be answered? YES, absolutely it can.
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(’ ABOUT RISK MANAGEMENT...

Complexity is the worst enemy of information security, but...

Something complex is only an aggregation of less
complex components.
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(’ ABOUT RISK MANAGEMENT...

Complexity is the worst enemy of information security, but...

Something complex is only an aggregation of less
complex components.

You can manage a complex entity (like the United States) by breaking it down
into its less complex components.

Let’s take one example.
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0 PROJECT BROKEN MIRROR
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0 PROJECT BROKEN MIRROR

We started with counties because we can easily show
them on a map.

We started with external “attack surface” because it’s the
place where most remote attacks are likely to begin AND it
doesn’t require any assistance from the counties (it’s
easy).
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The current state of information security, related to U.S.
county attack surface.
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- Counties needing help.
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One guy, six VPSes, and $250.
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(’ SUGGESTIONS FOR CISA
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“ SUGGESTIONS FOR CISA

Answer the question, “what is the current state of
information security in the United States?”
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(’ SUGGESTIONS FOR CISA

Answer the question, “what is the current state of
information security in the United States?”

e Attack Surface

e For Counties
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“ COMPLEXITY IS THE WORST ENEMY

Whole of Information Security Empowerment
(WISE)
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0 COMPLEXITY IS THE WORST ENEMY

Whole of Information Security Empowerment
(WISE)

A risk management methodology to simplify that which
is complex.
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“ COMPLEXITY IS THE WORST ENEMY
Wi

Whole of Information Security

Enablement (WISE™) Administration

a Manual vhich

Documentation and Resources for Implementation
Version: 0.37

#HACKSANDHOPS2023
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(’ WHAT ABOUT US?

Rather than complaining, we’ll keep
trying to help.

NOT

#HACKSANDHOPS2023 200




0 IF YOU WANT TO KNOW MORE...
Or, to help.

NOT

| |

* SecurityStudio (https://securitystudio.com).
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https://frsecure.com/

THANKS TO OUR SPONSORS

Trel I IX F \/\SI!U RE OST RA

CYBERSECURITY

WINDSTREAM
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A\ ARCTIC
WOLF

redcanary® SECURITYSTUDIO®
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