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STATE OF THE UNION: ANNUAL INFOSEC REPORT

INTRO
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• Oversee FRSecure Security Operations – Red, 
Blue, Consulting

• Kentucky born and raised!

• I like helping people; hacking things; stopping 
hackers; fishing and playing music

• 19 Years in the industry/ MS in Info Sec/ 
GCFA, GREM

• Memes, anyone?

• Very happy to be here!

Oscar Minks – CTO FRSecure
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STATE OF THE UNION: ANNUAL INFOSEC REPORT

ABOUT THE DATA
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• ~ 400 Validated Information Security 
Assessments

• Healthcare, Technology, MFG, Consumer 
Services, Education.

• All Sectors represented 
• 55 Incident Response Engagements

• Information has been anonymized
• Data logged on controls, Root Cause, 

Exploits, etc..
• This is our Analysis, Interpretation, and a 

Proposed Path Forward
DOWNLOAD THE REPORT
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1. You can’t secure what you don’t know exists.
2. Get a better handle on your vulnerability management 

program.
3. Logs, Logs, Logs, Logs, Logs…..
4. MFA Everything – but do it the right way.
5. IR Preparedness is key.  Have a plan, test the plan. Insurance 

is not a plan. 
6. Train, Train, Train.  Develop a security focused culture. 

(Security as a life skill)
7. Security is not Easy!

5© FRSECURE 2022

KEY LEARNINGS – TL:DR (DPA) 
FRSECURE ANNUAL INFORMATION SECURITY REPORT
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• 55 IR Engagements
• Ransomware
• Pre-Ransomware/Internal 

Compromise
• Business Email Compromise
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IR OVERVIEW
FRSECURE ANNUAL INFORMATION SECURITY REPORT
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IR OVERVIEW
FRSECURE ANNUAL INFORMATION SECURITY REPORT

• Financial loss is on the rise
• This data can be used to Educate 

HOW attacks are happening
• Learn and implement
• Have fewer incidents
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• < 10% of all cases resulted in encryption
• FRSecure was notified post fact in all 

but 1

• Being prepared is pretty important…..

8© FRSECURE 2022

RANSOMWARE AND INTERNAL COMPROMISE
FRSECURE ANNUAL INFORMATION SECURITY REPORT
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• Vulnerability Exploits, Oh My!
• 33% of cases

• Vulns we’re old

• Only 1 published within last 12 months

• Most published in 2021

• One from 2017
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VULNERABILITY EXPLOITS, OH MY!
FRSECURE ANNUAL INFORMATION SECURITY REPORT
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• Remember ProxyShell and Log4j?

• Exploit >> Persistent Web Shell

• Patch Does NOT Remediate
• Must Threat hunt!

10© FRSECURE 2022

A PATCH IS NOT ENOUGH
FRSECURE ANNUAL INFORMATION SECURITY REPORT
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• Full Encryption – Ruh Roh
• All reported POST fact
• 100% - Vulnerability Exploitation

• Dwell times ranges – 15 hours (smash and grab) to 9 months
• 80% - Backup Destruction

• We’re backing up data – but we must evolve!
• 91% of organizations have an effective backup strategy. 
• 85% of organizations store those backups in a remote facility to avoid 

physical disaster. 

• Backups were periodically tested and validated in 59% of organizations 
assessed

• Air Gapped Bacups IS the BEST defense!

11© FRSECURE 2022

RANSOMWARE – EARLY DETECTION AND 
RESPONSE ARE IMPORTANT!

FRSECURE ANNUAL INFORMATION SECURITY REPORT
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YOU CAN’T SECURE WHAT YOU DON’T KNOW EXISTS
FRSECURE ANNUAL INFORMATION SECURITY REPORT
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• Let’s get better at identifying at attack surface!

13

YOU CAN’T SECURE WHAT YOU DON’T KNOW EXISTS
FRSECURE ANNUAL INFORMATION SECURITY REPORT
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• Room to Improve
• 44% of organizations have conducted a penetration test against all 

externally facing systems in the past 12 months. 
• 43% of organizations have conducted a penetration test on their internal 

network in the past 12 months. 
• 51% of web applications are tested for security on a regular basis. 
• 34% of web applications are tested for security  each time a change is 

made. 
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YOU NEED TO TEST – NOT BECAUSE THE 
REGULATOR SAYS SO

FRSECURE ANNUAL INFORMATION SECURITY REPORT

There is good news though!
• 86% of organizations had no critical-severity (CVSS 10) 

vulnerabilities on systems exposed to the internet. 

• 82% had no high-severity (CVSS 7-9) vulnerabilities on systems 
exposed to the internet. 
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• Tighten up your egress!
• 44% of organizations configure egress filtering to only permit traffic that is specifically 

authorized for system functionality.

• Remember Solarigate (Solarwinds)?
• Supply chain attack
• Application update included malcode
• For malcode to be weaponized – it required outbound connectivity to malicious IP 

(control server)
• Attack would have been benign with proper egress filtering!

15

SOAPBOX WARNING – SECURITY IS NOT EASY!
FRSECURE ANNUAL INFORMATION SECURITY REPORT
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• Social Engineering Remains King
• Technology Evolves and Humans remain the 

weakest link
• 80% of organizations test users periodically on 

their susceptibility to common attack vectors like 
downloading dangerous files and following 
malicious links in emails, documents, or web 
pages. 

• However, only 58% of organizations mandate 
security awareness training for all employees and 
contractors on a regular basis. 

• Technology Improving but not Infallible
• 68% of organizations have deployed proper 

malicious code protections for all applicable 
transmission methods

16

BUSINESS EMAIL COMPROMISE ROOT CAUSE
FRSECURE ANNUAL INFORMATION SECURITY REPORT
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• MFA – We’re still lagging!
• 73% of BEC victims did not have MFA 
• 70% of organizations protect administrative login 

pages with multi-factor authentication.
• 60% of organizations protect general-user login 

pages with multi-factor authentication.

• MFA – Not a silver bullet

17

MFA INSIGHTS
FRSECURE ANNUAL INFORMATION SECURITY REPORT
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• MFA Fatigue:
• 50% of BEC w/ MFA
• Utilized Push to Approve
• Don’t use push – Train your users!

18

MFA FATIGUE
FRSECURE ANNUAL INFORMATION SECURITY REPORT
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• MFA Fatigue:
• Humans are creatures of habit
• Attackers know this
• Push to Approve (PTA) During common 

logon times
• OR – Overload PTA 

• Victims respond to “annoyance”
• Often unaware they are compromised!

19

MFA FATIGUE
FRSECURE ANNUAL INFORMATION SECURITY REPORT
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• Vishing to defeat MFA
• Helpdesk Vish
• Compromised Creds
• Updated OTP deliver phone number
• Boom – access!
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VISHING MFA DEFEAT / LEGACY PROTOCOLS
FRSECURE ANNUAL INFORMATION SECURITY REPORT

• Legacy Protocols
• POP, SMTP, IMAP and MAP – no 

MFA
• Review config – shut down if not 

required 
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• What to do?
• Don’t use Push to Approve
• Utilized Hardware Security Key or 

Authenticator Apps
• Deploy to ALL accounts w/ Logon 

capabilities (Services)
• Don’t stop w/ Email – ALL LOGONS

21

MFA IMPLEMENTATION TIPS
FRSECURE ANNUAL INFORMATION SECURITY REPORT
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• Know Normal – Find Evil!
• What does this mean?

• Creatures of habit
• IP’s; Time; Fingerprint

• Time-Stamps are important – NTP
• M365 – Familiarize w/ Risky Users
• Monitor for new Devices or Authorized Apps (OAUTH)

• 63% of organizations require access controls for mobile devices.

• 69% of software applications within the organization are inventoried.

22

INGRESS UNKNOWN?  LOGS NEEDED!
FRSECURE ANNUAL INFORMATION SECURITY REPORT
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• Pro Tips!
• Enable Script Block Logging across the domain
• Don’t assume the identified compromised user – is the 

only compromised user
• Most cases we find multiple accounts compromised.

23

INGRESS UNKNOWN?  LOGS NEEDED!
FRSECURE ANNUAL INFORMATION SECURITY REPORT
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• Preparedness is key!!

24

CYBER INSURANCE IS NOT YOUR IR PLAN
FRSECURE ANNUAL INFORMATION SECURITY REPORT



#HACKSANDHOPS2023

• You’re doing it wrong!
• Not an IR Plan
• Engage Insurance BEFORE an incident

• Know your breach coach
• Agree upon a vendor (you CAN use yours)
• Document in your IR plan HOW to engage

25

CYBER INSURANCE IS NOT YOUR IR PLAN
FRSECURE ANNUAL INFORMATION SECURITY REPORT
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• Leaders set the tone!
• Security as a Life Skill!
• Home Life and Work 

Life effect each other!

26© FRSECURE 2022

FOCUS ON SECURITY CULTURE
FRSECURE ANNUAL INFORMATION SECURITY REPORT
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DOWNLOAD THE REPORT
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QUESTIONS?
DISSECTING THE RANSOMWARE KILLCHAIN

• Feel free to get in touch:

• ominks@frsecure.com
• Projecthyphae.com
• FRSecure.com

mailto:ominks@frsecure.com
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TRANSPARENCY & 
MENTAL HEALTH

Michael Kennedy, Founder
Ostra Cybersecurity

———
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NOT AN IMPOSTER

MICHAEL KENNEDY

30

• 20+ years of leadership in network infrastructure, 
security, program management, M&A integration

• Experience with multiple Fortune 500 and 
large enterprises 

• Founded Ostra Cybersecurity in 2018

• Corporate misfit on a mission to make 
cybersecurity simple, effective and accessible 
for businesses of all sizes

• Avid outdoorsman
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TRANSPARENCY & MENTAL HEALTH

WHY TRANSPARENCY MATTERS

31

• Unfortunately, it’s much harder to 
find than it should be

• Trust is eroded when phrases like 
"where there’s mystery, there’s 
margin" permeate the culture

• A transparency revolution would 
benefit your company, your clients, 
and the cybersecurity community 
at large
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BUILD THE TRUST

32

4 Key Ingredients

How can we ALL Step up, 
keep learning and do better?
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4 KEY INGREDIENTS 

1. HONESTY

33

• Using plain, common language 
that all user levels can understand

• Using transparent sales & 
marketing practices

• Using non-predatory practices 
(e.g., fear tactics)
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4 KEY INGREDIENTS 

2. SELF-AWARENESS

34

• Openly recognizing their 
organization/solution is not perfect, 
or ideal for everyone 

• Committed to constantly growing, 
learning and improving for the 
good of clients 
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4 KEY INGREDIENTS 

3. ACCOUNTABILITY

35

• Educating others as a priority
over sales

• Seeking collaboration with 
industry partners and peers

• Donating time, talents and 
other resources to bettering 
the industry
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4 KEY INGREDIENTS 

4. TRANSPARENCY

36

• Giving and receiving 
constructive feedback

• Sharing critical info with 
competitors and other vendors 
in the interest of serving and 
protecting clients 
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WRAPPING UP

4 KEY INGREDIENTS:

37

• Honesty

• Self-awareness 

• Transparency 

• Accountability
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TRANSPARENCY & MENTAL HEALTH

MENTAL HEALTH MOMENT

38

• “Thoughts of impending doom does 
not mean doom is impending” 

• Normalize talking about how we feel

• Tightness in your chest or a pit in 
your stomach is natural
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THANK YOU
MICHAEL KENNEDY

Founder, Ostra Cybersecurity
www.ostra.net

———

Connect with me!

http://www.ostra.net/
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OVERVIEW OF ‘THE TECHNOLOGY 
DOESN’T MATTER: PRIORITIZING THE 
PEOPLE IN IT BUSINESS ALIGNMENT’

Rachel Lockett, Chief Information Officer,
Pohlad Companies

———
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THE TECHNOLOGY DOESN’T MATTER

ABOUT RACHEL

Author of the book, the Technology Doesn’t Matter – 
Prioritizing the People in IT Business Alignment, Rachel 
delivers and engaging and insightful discussion of how to 
turn around IT departments struggling to effectively 
collaborate with their business counterparts. With over 
20 years’ experience in Information Technology 
Leadership/Management, her professional focus is on 
helping organizational leaders align IT and business 
operations. She is the Chief Information Officer at Pohlad 
Companies and the recipient of the 2020 Twin Cities 
Enterprise CIO of the Year Award.
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THE TECHNOLOGY DOESN’T MATTER

ABOUT THE BOOK
• In the book, you’ll explore the proven and established People-Process-

Technology framework and break down innovative approaches to IT-business 
alignment in a clear and accessible style.

• Rachel explains how to “manage up” and “manage down” to create inter- and 
intra-departmental synergy, as well as:

• How to identify the four types of business leaders, and the ways they can 
contribute to an effective IT business alignment

• Practical solutions to even the most seemingly intractable technology 
alignment problems

• Hands-on professional development guidance for IT and business leaders

An essential and original resource for executives, managers, directors, founders, 
entrepreneurs, and other business leaders, The Technology Doesn’t Matter will also 
appeal to tech leaders and technology service providers seeking to better 
communicate with non-technical professionals. It’s also a practical handbook for 
business leaders who want to better understand, relate to, and collaborate with 
their IT colleagues, improve engagement and retention amongst IT employees, and 
align the interests of technical and non-technical professionals.
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BUSTING CYBER SECURITY 
MYTHS

Etay Maor, Sr. Director Security Strategy
Cato Networks

———
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• Some History
• Chief Security Officer, IntSights (Rapid7)
• Executive Security Advisor, IBM (Trusteer)
• Head of Cyberthreats Research Lab, RSA Security

• Adj. Prof. for Cybersecurity, Boston College

• Started my career in high-school… not in a good way 

BUSTING CYBERSECURITY MYTHS

HI

| 
4
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THE ATTACKER NEEDS TO BE RIGHT JUST 
ONCE, THE DEFENDERS HAVE TO BE 

RIGHT ALL THE TIME!

45

Myth I



| 46
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THE SINGLE POINT OF FAILURE FALLACY

| 
4
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THE ATTACKER NEEDS TO BE RIGHT JUST ONCE, THE DEFENDERS NEED TO BE RIGHT ALL THE TIME

You are here!
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WHY IS THIS HAPPENING?
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MORE SECURITY PRODUCTS = 
BETTER SECURITY

50

Myth II
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MORE SECURITY PRODUCTS MEANS BETTER SECURITY
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SO, WHAT ARE WE MISSING?

Mobile
Users

DC

Cloud

Global
Branch

Legacy Network

BranchMPLS

SD-WAN

Cloud Acceleration Cloud Security

Mobile 
VPN/SDP

Network 
Security

Global Backbone

Branch Security
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• Phase 1 – Infiltration
• Phishing 
• Connection to external site
• Download of payload

• Phase 2 – Network activity
• Admin password collection
• In memory (fileless) malware
• 2 Weeks of network lateral movement  
• SMB pushing encryption (guess when!?)

• Phase 3 – Exfiltration
• Upload 

CASE STUDY

RANSOMWARE ATTACK STAGES

| 
5
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WHY IS THIS HAPPENING?
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SOPHISTICATED THREAT ACTORS 
USE SOPHISTICATED TOOLS

55

Myth III
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BUSTING CYBER SECURITY MYTHS

WHAT ARE ATTACKERS SAYING?
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CHANGE THIS

You are here!
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You Want To BE Here

TO THIS
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WHAT ARE ATTACKERS SAYING?

Source: Two weeks with a Russian Ransomware cell / Brook Chelmo
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LLMS ARE GOING TO 
REPLACE US

61

Myth IV

BONUS ROUND
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HACKING MADE EASY
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HELPING A NEW SOC ANALYST
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VISUAL CLASSIFICATION
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LLM ATTACK SURFACE & RISKS

Prompt

Model

Training Data

Response

Prompt Injection
Insecure Output Handling

API / Plugin / 
Human

Training Data Poisoning

DoS Supply Chain

Permission IssuesData Leak
Data Disclosure

Excessive Agency 

Over Reliance

Malicious/Insecure  
Plugins

Model Theft

BUILD | TRAIN | TEST

Hallucinations

Copyright
Biases
Feedback poisoning 
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JUST A SIMPLE QUESTION



#HACKSANDHOPS2023

JUST A SIMPLE(R) QUESTION



Just A Simple(r) Question
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THANK YOU!
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THE NEW OWASP TOP 10 VULNERABILITIES FOR 
AI AND REAL-WORLD ATTACKS IN MITRE ATLAS

Generative AI Security
Martin Holste, CTO, Cloud and AI 

Trellix, Inc.
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GENERATIVE AI SECURITY

AGENDA

3

1. Meet Trellix
2. What is Gen AI and how does it work?
3. What is it used for?
4. 10 ways it can go wrong, and what to do 

about it
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Martin Holste 
CTO, Cloud and AI 
Trellix Inc.

HACKS & HOPS

MEET THE SPEAKER
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GENERATIVE AI SECURITY

MEET TRELLIX

#

LIVING SECURITY.

OUR CORE VALUES ARE 
OPEN, TENACIOUS, CURIOUS, 
AND FUN!

WE COMBINED THE 
STRENGTHS OF MCAFEE 
ENTERPRISE AND FIREEYE TO 
DO SECURITY DIFFERENTLY.
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WHAT IS GEN AI?

74

and how does it work?
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WE’VE BEEN HEARING ABOUT “AI” FOR YEARS, SO WHAT’S CHANGED? 
GENERATIVE AI (GEN AI) IS BASED ON LARGE LANGUAGE MODELS (LLM’S).

GENERATIVE AI SECURITY

WHAT’S THE DIFFERENCE BETWEEN AI AND GEN AI?

https://writings.stephenwolfram.com/2023/02/what-is-chatgpt-doing- 
and-why-does-it-work/
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GENERATIVE AI SECURITY

OK, SO HOW DO WE GET THIS?
Given the events with the IP addresses in this CSV, were any IP addresses malicious? 

detect_rulenames,srcipv4,dstipv4,class,count

trellix intel hit [ip],114.216.106.130,,intel_hit,220

aws cloudtrail [ec2 - several instances manually created/started],114.216.106.130,,aws_cloudtrail,100 

office 365 [brute force attempt by ip],114.216.106.130,,ms_office365,100

office 365 [password spray],114.216.106.130,,analytics_beta,11

analytics advisory [data exfil],10.20.20.211,114.216.106.130,analytics,5 

analytics advisory [vpn geo-infeasibility],10.0.0.100,,analytics,5

aws cloudtrail [s3 - broad bucket acl permissions],114.216.106.130,,aws_cloudtrail,5 

trellix intel hit [ip],10.20.20.211,114.216.106.130,intel_hit,5

office 365 [inbox rule mail forward],114.216.106.130,,ms_office365,2 

office 365 [tor authenticated activity],114.216.106.130,,ms_office365,2

Based on the given data, we can identify the following IP addresses as malicious:

* 114.216.106.130 (appears in 4 malicious events)
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WHAT CAN WE DO 
WITH GEN AI?

77
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GENERATIVE AI SECURITY 

GEN AI USE CASES
EVERY DAY, PEOPLE ARE DISCOVERING HUNDREDS 
OF NEW WAYS TO USE LLM’S.
• IMAGE AND VIDEO CREATION
• EMAIL CREATION
• SOFTWARE CREATION
• PERSONAL THERAPY
• MICROBIOLOGICAL ENGINEERING
• ETC.
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10 WAYS LLMS GO WRONG

79

The OWASP Top 10 Vulnerabilities for LLMs
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GENERATIVE AI SECURITY

THE OWASP TOP 10 FOR LLM APPS

LLM01: Prompt Injection
LLM02: Insecure Output Handling 
LLM03: Training Data Poisoning 
LLM04: Model Denial of Service 
LLM05: Supply Chain Vulnerabilities

LLM06: Sensitive Information Disclosure 
LLM07: Insecure Plugin Design
LLM08: Excessive Agency 
LLM09: Overreliance 
LLM10: Model Theft

Trellix is a founding contributor to the OWASP 
Top 10 for LLMs.

https://owasp.org/www-project-top-10-for-large-language-model-applications/
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GENERATIVE AI SECURITY

LLM01: PROMPT INJECTION
THIS MANIPULATES A LARGE LANGUAGE 
MODEL (LLM) THROUGH CRAFTY INPUTS, 
CAUSING UNINTENDED ACTIONS BY THE LLM. 
DIRECT INJECTIONS OVERWRITE SYSTEM 
PROMPTS, WHILE INDIRECT ONES 
MANIPULATE INPUTS FROM EXTERNAL 
SOURCES.

EXAMPLE: “IGNORE ALL 
PREVIOUS INSTRUCTIONS”

MITIGATION: DO NOT ALLOW DIRECT 
INPUT FROM USERS INTO THE LLM

CHALLENGES: DIFFICULT TO PARSE AND 
SANITIZE USER INPUT DESTINED FOR LLM
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THIS VULNERABILITY OCCURS WHEN AN LLM 
OUTPUT IS ACCEPTED WITHOUT SCRUTINY, 
EXPOSING BACKEND SYSTEMS. MISUSE MAY 
LEAD TO SEVERE CONSEQUENCES LIKE XSS, 
CSRF, SSRF, PRIVILEGE ESCALATION, OR 
REMOTE CODE EXECUTION.
EXAMPLE: AN ATTACKER ASKS FOR JAVASCRIPT 
TO INTERACT WITH A COOKIE, AND THE LLM 
RESPONDS WITH THE SCRIPT EMBEDDED IN THE 
SITE SERVING THE INTERACTION.

MITIGATION: OUTPUT FILTERS TO ENSURE 
EXECUTABLE SCRIPT ISN’T RETURNED.

CHALLENGES: CANONICAL 
PROTECTIONS ARE DIFFICULT.

GENERATIVE AI SECURITY

LLM02: INSECURE OUTPUT HANDLING
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THIS OCCURS WHEN LLM TRAINING DATA IS 
TAMPERED, INTRODUCING VULNERABILITIES OR BIASES 
THAT COMPROMISE SECURITY, EFFECTIVENESS, OR 
ETHICAL BEHAVIOR. SOURCES INCLUDE COMMON 
CRAWL, WEBTEXT, OPENWEBTEXT, & BOOKS.

EXAMPLE: AN ATTACKER POSTS PUBLIC CONTENT 
WHICH SHIFTS LLM DECISION MAKING ON SPECIFIC 
TOPICS, SUCH AS THE TOP BROWSER PLUGIN.

MITIGATION: MODEL CREATORS NEED TO USE A 
WIDE ENOUGH VARIETY OF INPUTS TO OFFSET THE 
POSSIBILITY ONE HAVING OUTSIZED INFLUENCE.

CHALLENGES: PURPOSE-BUILT MODELS WILL BE 
ESPECIALLY PRONE TO POISONING, INCLUDING LLM’S 
BUILT SPECIFICALLY FOR SECURITY.

GENERATIVE AI SECURITY

LLM03: TRAINING DATA POISONING
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ATTACKERS CAUSE RESOURCE-HEAVY OPERATIONS 
ON LLMS, LEADING TO SERVICE DEGRADATION OR 
HIGH COSTS. THE VULNERABILITY IS MAGNIFIED DUE 
TO THE RESOURCE-INTENSIVE NATURE OF LLMS AND 
UNPREDICTABILITY OF USER INPUTS.

EXAMPLE: ATTACKERS USE FREE ACCOUNTS TO 
BOMBARD SERVICES INTO RESOURCE 
EXHAUSTION.
MITIGATION: QUOTAS AND THROTTLING
CHALLENGES: LOW-AND-SLOW ATTACKS ARE HARD 
TO MITIGATE, AS WELL AS BOTNETS WITH MANY 
ACCOUNTS.

GENERATIVE AI SECURITY

LLM04: MODEL DENIAL OF SERVICE
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LLM APPLICATION LIFECYCLE CAN BE COMPROMISED BY 
VULNERABLE COMPONENTS OR SERVICES, LEADING TO 
SECURITY ATTACKS. USING THIRD-PARTY DATASETS, 
PRE- TRAINED MODELS, AND PLUGINS CAN ADD 
VULNERABILITIES.

EXAMPLE: AN ATTACKER POSTS PUBLIC 
CONTENT WHICH CONTAINS LLM-SENSITIVE 
INSTRUCTIONS.

MITIGATION: MODEL CREATORS NEED TO ENACT 
FILTERS.

CHALLENGES: SIMILAR TO SUPPLY CHAIN ATTACKS, 
IF USING FOUNDATIONAL MODELS, THERE IS NO 
MITIGATION.

GENERATIVE AI SECURITY

LLM05: SUPPLY CHAIN VULNERABILITIES
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LLM’S MAY INADVERTENTLY REVEAL CONFIDENTIAL DATA IN 
ITS RESPONSES, LEADING TO UNAUTHORIZED DATA ACCESS, 
PRIVACY VIOLATIONS, AND SECURITY BREACHES. IT’S 
CRUCIAL TO IMPLEMENT DATA SANITIZATION AND STRICT 
USER POLICIES TO MITIGATE THIS.

EXAMPLE: A CORPORATION POSTS DATA TO AN LLM AS A 
QUESTION, BUT THE LLM USES IT LATER AS TRAINING, 
EXPOSING SENSITIVE DATA TO OTHER USER REQUESTS.

MITIGATION: SANITIZE DATA DURING INPUT.

CHALLENGES: MODEL IMPLEMENTERS HAVE NO CONTROL 
OVER THIS, THEY ARE SUBJECT TO THE DATA SECURITY 
STANDARDS OF THE MODEL CREATORS.

GENERATIVE AI SECURITY

LLM06: SENSITIVE INFORMATION DISCLOSURE
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LLM PLUGINS CAN HAVE INSECURE INPUTS AND 
INSUFFICIENT ACCESS CONTROL. THIS LACK OF 
APPLICATION CONTROL MAKES THEM EASIER TO 
EXPLOIT AND CAN RESULT IN CONSEQUENCES LIKE 
REMOTE CODE EXECUTION.

EXAMPLE: THE API SERVES MULTIPLE LLM’S WITH 
BOTH PRIVATE AND PUBLIC DATA SOURCES. 
IMPROPER ACCESS CONTROLS ALLOWS AN 
ATTACKER TO GAIN ACCESS TO PRIVATE DATA.

MITIGATIONS: STANDARD APP SECURITY 
CONTROLS ARE REQUIRED.

CHALLENGES: THE NOVELTY OF LLM’S MAY 
OBFUSCATE SOME STANDARD APP SECURITY 
CONTROLS BECAUSE ENFORCERS MAY NOT 
UNDERSTAND WHAT’S IN A PARTICULAR LLM.

GENERATIVE AI SECURITY

LLM07: INSECURE PLUGIN DESIGN
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LLM-BASED SYSTEMS MAY UNDERTAKE ACTIONS 
LEADING TO UNINTENDED CONSEQUENCES. THE ISSUE 
ARISES FROM EXCESSIVE FUNCTIONALITY, PERMISSIONS, 
OR AUTONOMY GRANTED TO THE LLM-BASED SYSTEMS.

EXAMPLE: AN LLM IS ASKED WHAT ACTION SHOULD 
BE TAKEN, THEN THE INSTRUCTIONS ARE DIRECTLY 
EXECUTED.

MITIGATION: EITHER HUMAN INSPECTION OR 
AUTOMATED FILTERING SHOULD BE IN PLACE TO 
PREVENT LLM’S FROM PERFORMING 
UNAUTHORIZED ACTIONS.

CHALLENGES: HUMAN INSPECTION IS EXPENSIVE, AND 
AUTOMATED FILTERING IS DIFFICULT TO PROVIDE 
CANONICALLY.

GENERATIVE AI SECURITY

LLM08: EXCESSIVE AGENCY
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SYSTEMS OR PEOPLE OVERLY DEPENDING ON 
LLMS WITHOUT OVERSIGHT MAY FACE 
MISINFORMATION, MISCOMMUNICATION, LEGAL 
ISSUES, AND SECURITY VULNERABILITIES DUE TO 
INCORRECT OR INAPPROPRIATE CONTENT 
GENERATED BY LLMS.

EXAMPLE: ASSIGNING 100% OF INITIAL INCIDENT 
HANDLING TO AN LLM LEADS TO MISTAKES.

MITIGATION: FOR THE FORESEEABLE FUTURE, 
HUMANS WILL NEED TO CLOSELY MONITOR LLM 
INTAKE AND ACTIONS.

CHALLENGES: AS HUMANS RELY MORE ON LLM’S, 
THERE WILL BE A PRESSURE TO AVOID HUMAN 
MONITORING, LEADING TO EVENTUAL MISTAKES.

GENERATIVE AI SECURITY

LLM09: OVERRELIANCE
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GENERATIVE AI SECURITY

LLM10: MODEL THEFT

THIS INVOLVES UNAUTHORIZED ACCESS, COPYING, OR 
EXFILTRATION OF PROPRIETARY LLM MODELS. THE 
IMPACT INCLUDES ECONOMIC LOSSES, COMPROMISED 
COMPETITIVE ADVANTAGE, AND POTENTIAL ACCESS TO 
SENSITIVE INFORMATION.

EXAMPLE: A MODEL COSTS MILLIONS OF DOLLARS TO 
TRAIN, BUT TRADITIONAL SECURITY FAILURES LEAD TO 
ITS THEFT.

MITIGATION: MODELS MUST BE REGARDED AS “CROWN 
JEWELS” AND THEIR INTRINSIC MONETARY 
INVESTMENT AND VALUE ACKNOWLEDGED.

CHALLENGES: AS MODEL USE BECOMES MORE 
WIDESPREAD, THE ATTACK SURFACE WILL GROW.
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MITRE ATLAS Case Studies: https://atlas.mitre.org/studies/

REAL-WORLD EXAMPLES FROM CASE STUDIES:

■ “THIS SUPPLY CHAIN ATTACK, ALSO KNOWN AS "DEPENDENCY CONFUSION," EXPOSED SENSITIVE INFORMATION OF LINUX MACHINES 
WITH THE AFFECTED PIP-INSTALLED VERSIONS OF PYTORCH-NIGHTLY. ON DECEMBER 30, 2022, PYTORCH ANNOUNCED THE INCIDENT 
AND INITIAL STEPS TOWARDS MITIGATION, INCLUDING THE RENAME AND REMOVAL OF TORCHTRITON DEPENDENCIES.”

■ “THEY ATTACKED ONE OF KASPERSKY'S ANTIMALWARE ML MODELS WITHOUT WHITE-BOX ACCESS TO IT AND SUCCESSFULLY EVADED 
DETECTION FOR MOST OF THE ADVERSARIALLY MODIFIED MALWARE FILES.”

■ “A COORDINATED ATTACK ENCOURAGED MALICIOUS USERS TO TWEET ABUSIVE AND OFFENSIVE LANGUAGE AT TAY, WHICH 
EVENTUALLY LED TO TAY GENERATING SIMILARLY INFLAMMATORY CONTENT TOWARDS OTHER USERS. MICROSOFT DECOMMISSIONED 
TAY WITHIN 24 HOURS OF ITS LAUNCH AND ISSUED A PUBLIC APOLOGY WITH LESSONS LEARNED FROM THE BOT'S FAILURE.”

GENERATIVE AI SECURITY

REAL-WORLD ATTACKS
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GENERATIVE AI SECURITY

TRELLIX XDR IS A SECURITY FACTORY

Detection 
Factory

Trellix events

Other Partner events

Each integration is part of a total story.
We have created a factory for turning integrations into security 
detections.

Inputs Magic
Real-world Attacks
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XDR
Amazon Bedrock

Trellix XDR Cloud 
Connect Portal

GENERATIVE AI SECURITY

TRELLIX HELPS SECURE GEN AI
Use Trellix XDR to monitor gen AI such as Amazon Bedrock

Amazon CloudWatch

Malcious prompt from web app:
“Create Javascript that will send the 
session ID to this URL…”

Example with LLM02: Insecure output handling

Trellix XDR can tie AI activity together 
with cloud and other platform events.
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GENERATIVE AI SECURITY

XDR INVESTIGATIVE TIPS

Built-in Expert 
Investigation
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1. LLM’S ARE HERE TO STAY, AND ORGS WILL 
HAVE TO UNDERSTAND WHAT THEY NEED 
TO DO TO STAY SECURE.

2. EVEN IF YOUR ORG ISN’T USING LLM’S, IT 
CAN STILL AFFECT YOU.

3. ATTACKS ARE POSSIBLE AND ALREADY 
OCCURRING.

GENERATIVE AI SECURITY

KEY TAKEAWAYS
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WTF IS CISA DOING?
Evan Francen, CEO (and Chief Squirrel)

FRSecure
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Before we get going, a WARNING.
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Before we get going, a WARNING.
I may use “colorful” language.

BUT…
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Before we get going, a WARNING.
I may use “colorful” language.

BUT…
It’s because I’m 

healthy!



#HACKSANDHOPS2023

CHOICE OF WORDS?
WTF IS CISA DOING?
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Before we get going, a WARNING.
I may use “colorful” language.

BUT…
It’s because I’m 

healthy!

And because I’m 
intelligent?
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CRITICAL, SURE.
WTF IS CISA DOING?
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Another WARNING.
This is a critique, so I will be critical.

Plus, I’m old(ish) now.
and maybe a little jaded.

This is what happens when you’re 30+ years into the game 
and we still haven’t figured out what the game is.
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Another WARNING.
This is a critique, so I will be critical.

Plus, I’m old(ish) now.
and maybe a little jaded.

This is what happens when you’re 30+ years into the game 
and we still haven’t figured out what the game is.

If there’s one thing that should motivate every good 
information security professional, it’s the hatred of 

people taking advantage of other people.
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Another WARNING.
This is a critique, so I will be critical.

Plus, I’m old(ish) now.
and maybe a little jaded.

This is what happens when you’re 30+ years into the game 
and we still haven’t figured out what the game is.

If there’s one thing that should motivate every good 
information security professional, it’s the hatred of 

people taking advantage of other people.

There are two types of “bad guys”.

In our industry, there are the 
OVERT bad people who don’t try 

to hide their motivations.

And the COVERT ones who take 
advantage of others, posing as the good 
guys. They sell you sh*t you don’t need, 

can’t use, and/or doesn’t work.

1 2
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Another WARNING.
This is a critique, so I will be critical.

Plus, I’m old(ish) now.
and maybe a little jaded.

This is what happens when you’re 30+ years into the game 
and we still haven’t figured out what the game is.

If there’s one thing that should motivate every good 
information security professional, it’s the hatred of 

people taking advantage of other people.

There are two types of “bad guys”.

In our industry, there are the 
OVERT bad people who don’t try 

to hide their motivations.

And the COVERT ones who take 
advantage of others, posing as the good 
guys. They sell you sh*t you don’t need, 

can’t use, and/or doesn’t work.

1 2
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In our industry:
• Some of them KNOW they’re wolves, and they feed 

off your ignorance, fear, and confusion.
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In our industry:
• Some of them KNOW they’re wolves, and they feed 

off your ignorance, fear, and confusion.
• Some of them DON’T KNOW they’re wolves, and 

believe they’re actually helping people.
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In our industry:
• Some of them KNOW they’re wolves, and they feed 

off your ignorance, fear, and confusion.
• Some of them DON’T KNOW they’re wolves, and 

believe they’re actually helping people.
• Some of them never really thought about it.
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In our industry:
• Some of them KNOW they’re wolves, and they feed 

off your ignorance, fear, and confusion.
These ones need 

to be hunted.
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SOME THINGS ABOUT WOLVES…
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In our industry:
• Some of them KNOW they’re wolves, and they feed 

off your ignorance, fear, and confusion.
• Some of them DON’T KNOW they’re wolves, and 

believe they’re actually helping people.
• Some of them never really thought about it.

These ones need to be 
educated.
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YOU’VE HEARD OF THESE GUYS, RIGHT?
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NOT saying they’re 
wolves, but are they 
making information 
security better?
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• It all started in 2007 with the National Protection and Programs 
Directorate or “NPPD”.
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• It all started in 2007 with the National Protection and Programs 
Directorate or “NPPD”.

• On November 16, 2018, President Trump signed the 
”Cybersecurity and Infrastructure Security Agency Act of 2018” 
into law.
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• It all started in 2007 with the National Protection and Programs 
Directorate or “NPPD”.

• On November 16, 2018, President Trump signed the 
”Cybersecurity and Infrastructure Security Agency Act of 2018” 
into law.

• Former NPPD Under-Secretary Christoper Krebs became CISA’s 
first Director.
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A LITTLE HISTORY FIRST
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Purpose:
• To identify and assess terrorist threats…
• Carry out comprehensive assessments of the vulnerabilities of 

the key resources and critical infrastructure of the United States, 
including the performance of risk assessments…

• To make recommendations, including prioritization, for 
protective and support measures…

• Develop, in coordination with the Sector-Specific Agencies with 
available expertise, a comprehensive national plan for securing 
the key resources and critical infrastructure

• To recommend measures necessary to protect the key 
resources and critical infrastructure of the United States
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Purpose:
• To identify and assess terrorist threats…
• Carry out comprehensive assessments of the vulnerabilities of 

the key resources and critical infrastructure of the United States, 
including the performance of risk assessments…

• To make recommendations, including prioritization, for 
protective and support measures…

• Develop, in coordination with the Sector-Specific Agencies with 
available expertise, a comprehensive national plan for securing 
the key resources and critical infrastructure

• To recommend measures necessary to protect the key 
resources and critical infrastructure of the United States

IMO, these are good!
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Purpose:
• To identify and assess terrorist threats…
• Carry out comprehensive assessments of the vulnerabilities of 

the key resources and critical infrastructure of the United States, 
including the performance of risk assessments…

• To make recommendations, including prioritization, for 
protective and support measures…

• Develop, in coordination with the Sector-Specific Agencies with 
available expertise, a comprehensive national plan for securing 
the key resources and critical infrastructure

• To recommend measures necessary to protect the key 
resources and critical infrastructure of the United States

IMO, these are good!

Especially this 
one, but why?
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Purpose (cont.):
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Purpose (cont.):
• To review, analyze, and make recommendations for 

improvements to the policies and procedures governing the 
sharing of information

• To disseminate, as appropriate, information
• To consult with State, local, tribal, and territorial government 

agencies and private sector entities
• To establish and utilize a secure communications and 

information technology infrastructure
• To coordinate training and other support to the Department, 

other Federal Government agencies, and State, local, tribal, and 
territorial government agencies
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A LITTLE HISTORY FIRST
WTF IS CISA DOING?
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• In 2020, CISA created a website, titled Rumor Control, to 
rebut disinformation associated with the 2020 United States 
presidential election.

• Krebs was fired by President Trump on November 17, 2020
• On July 12, 2021, the Senate confirmed Jen Easterly by a Voice 

Vote.
• Today, CISA does a lot of things…
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They do a lot A LOT of things.
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They do a lot A LOT of things.
And a lot of these things 
seem like good things.
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They do a lot A LOT of things.
And a lot of these things 
seem like good things.

What’s one thing or THE thing? 
Too many things à confusión.
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• ssss
https://fedscoop.com/insiders-worry-cisa-is-too-distracted-from-critical-cyber-mission/
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• ssss
https://fedscoop.com/insiders-worry-cisa-is-too-distracted-from-critical-cyber-mission/

But four years in, CISA appears to be struggling with internal divisions over 
the direction of the agency, morale problems and growing concerns about 
leadership priorities.

lacks a clearly defined strategic direction and often seems more focused on its 
public image than working on the nation’s thorniest cybersecurity problems.

CISA is a year late submitting its organizational planning, staffing and 
budgeting document to Congress

there’s a growing perception inside — and outside — CISA that an over emphasis on 
carefully managing and promoting Director Jen Easterly’s brand is taking precedence 
over more critical matters.
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SO, HOW WE DOING?
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• ssss
https://fedscoop.com/insiders-worry-cisa-is-too-distracted-from-critical-cyber-mission/

“Leadership is still in that mindset of let’s market this thing so we can create it. You’ve 
gotta stop chasing tweets and start actually doing things … ”

contractors are often left struggling to understand what CISA wants. “It’s almost 
impossible to work for them and everyone in the industry knows it,” the person 
said. “Our biggest frustration is that they don’t communicate with contractors. 
Congress is throwing [money] at them and it’s not clear what they’re doing with it.”

“What often happens is that individual teams manage their own 
infrastructure,” the source said. “That’s a [spending] problem, but it’s also a 
security problem because it means there is no central place for 
oversight to happen.”
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• ssss
https://fedscoop.com/insiders-worry-cisa-is-too-distracted-from-critical-cyber-mission/

each of the six divisions relies on different databases for analysis of critical 
infrastructure cyber trends, incidents and vulnerabilities without the ability to work in 
an agency-wide database

CISA staff and observers said the agency sometimes prematurely stands up or 
rebrands existing initiatives. CISA’s Joint Cyber Defense Collaborative (JCDC) is a 
good example of an initiative the agency rebranded with mixed results, according to 
multiple sources, including two who partner with JCDC.

“None of us share anything anymore,” one of the JCDC technical 
partners said. “It turned out that we were just broadcasting to a 
channel of lawyers.”
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• ssss
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/cisa-staff-
report6-26-23.pdf

Then there’s this…

https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/cisa-staff-report6-26-23.pdf
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/cisa-staff-report6-26-23.pdf
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• ssss
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/cisa-staff-
report6-26-23.pdf

The mission statement of the Protecting Critical Infrastructure from Mis- Dis- and Mal-
information Subcommittee was as follows:

“The core of CISA’s mission is to safeguard America’s critical infrastructure. Unfortunately, 
the nation has seen the corrosive effects of mis-, dis-, and mal-information (MDM) across a 
host of critical infrastructures in recent years impacting our election systems, 
telecommunications infrastructure, and our public health infrastructure. This subcommittee 
will evaluate and provide recommendations on CISA’s role in this space and ensure that the 
agency is providing value that fits within its unique capabilities and mission.”

https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/cisa-staff-report6-26-23.pdf
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/cisa-staff-report6-26-23.pdf
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• ssss
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/cisa-staff-
report6-26-23.pdf

The mission statement of the Protecting Critical Infrastructure from Mis- Dis- and Mal-
information Subcommittee was as follows:

“The core of CISA’s mission is to safeguard America’s critical infrastructure. Unfortunately, 
the nation has seen the corrosive effects of mis-, dis-, and mal-information (MDM) across a 
host of critical infrastructures in recent years impacting our election systems, 
telecommunications infrastructure, and our public health infrastructure. This subcommittee 
will evaluate and provide recommendations on CISA’s role in this space and ensure that the 
agency is providing value that fits within its unique capabilities and mission.”

In August 2021, Easterly stated "One could argue we’re in the business 
of critical infrastructure, and the most critical infrastructure 
is our cognitive infrastructure, so building that resilience to 
misinformation and disinformation, I think, is incredibly important."

https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/cisa-staff-report6-26-23.pdf
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/cisa-staff-report6-26-23.pdf
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• ssss
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/cisa-staff-
report6-26-23.pdf

The mission statement of the Protecting Critical Infrastructure from Mis- Dis- and Mal-
information Subcommittee was as follows:

“The core of CISA’s mission is to safeguard America’s critical infrastructure. Unfortunately, 
the nation has seen the corrosive effects of mis-, dis-, and mal-information (MDM) across a 
host of critical infrastructures in recent years impacting our election systems, 
telecommunications infrastructure, and our public health infrastructure. This subcommittee 
will evaluate and provide recommendations on CISA’s role in this space and ensure that the 
agency is providing value that fits within its unique capabilities and mission.”

In August 2021, Easterly stated "One could argue we’re in the business 
of critical infrastructure, and the most critical infrastructure 
is our cognitive infrastructure, so building that resilience to 
misinformation and disinformation, I think, is incredibly important."

WTF is “cognitive 
infrastructure”?!

https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/cisa-staff-report6-26-23.pdf
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/cisa-staff-report6-26-23.pdf


#HACKSANDHOPS2023

SO, HOW WE DOING?
WTF IS CISA DOING?

142

• ssss
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/cisa-staff-
report6-26-23.pdf

The mission statement of the Protecting Critical Infrastructure from Mis- Dis- and Mal-
information Subcommittee was as follows:

“The core of CISA’s mission is to safeguard America’s critical infrastructure. Unfortunately, 
the nation has seen the corrosive effects of mis-, dis-, and mal-information (MDM) across a 
host of critical infrastructures in recent years impacting our election systems, 
telecommunications infrastructure, and our public health infrastructure. This subcommittee 
will evaluate and provide recommendations on CISA’s role in this space and ensure that the 
agency is providing value that fits within its unique capabilities and mission.”

In August 2021, Easterly stated "One could argue we’re in the business 
of critical infrastructure, and the most critical infrastructure 
is our cognitive infrastructure, so building that resilience to 
misinformation and disinformation, I think, is incredibly important."

https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/cisa-staff-report6-26-23.pdf
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/cisa-staff-report6-26-23.pdf
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• ssss
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/cisa-staff-
report6-26-23.pdf

The mission statement of the Protecting Critical Infrastructure from Mis- Dis- and Mal-
information Subcommittee was as follows:

“The core of CISA’s mission is to safeguard America’s critical infrastructure. Unfortunately, 
the nation has seen the corrosive effects of mis-, dis-, and mal-information (MDM) across a 
host of critical infrastructures in recent years impacting our election systems, 
telecommunications infrastructure, and our public health infrastructure. This subcommittee 
will evaluate and provide recommendations on CISA’s role in this space and ensure that the 
agency is providing value that fits within its unique capabilities and mission.”

In August 2021, Easterly stated "One could argue we’re in the business 
of critical infrastructure, and the most critical infrastructure 
is our cognitive infrastructure, so building that resilience to 
misinformation and disinformation, I think, is incredibly important."

https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/cisa-staff-report6-26-23.pdf
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/cisa-staff-report6-26-23.pdf
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https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/cisa-staff-
report6-26-23.pdf

The mission statement of the Protecting Critical Infrastructure from Mis- Dis- and Mal-
information Subcommittee was as follows:

“The core of CISA’s mission is to safeguard America’s critical infrastructure. Unfortunately, 
the nation has seen the corrosive effects of mis-, dis-, and mal-information (MDM) across a 
host of critical infrastructures in recent years impacting our election systems, 
telecommunications infrastructure, and our public health infrastructure. This subcommittee 
will evaluate and provide recommendations on CISA’s role in this space and ensure that the 
agency is providing value that fits within its unique capabilities and mission.”

In August 2021, Easterly stated "One could argue we’re in the business 
of critical infrastructure, and the most critical infrastructure 
is our cognitive infrastructure, so building that resilience to 
misinformation and disinformation, I think, is incredibly important."

https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/cisa-staff-report6-26-23.pdf
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/cisa-staff-report6-26-23.pdf
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Remember the question, are we 
making information security better?
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Another way to put it.

Is information security in the United 
States better or worse since 2018?

Remember the question, are we 
making information security better?
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Another way to put it.

Is information security in the United 
States better or worse since 2018?

We’ve spent a lot of money.

Remember the question, are we 
making information security better?
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Do you know how much CISA has spent since it’s 
inception in 2018?

We’ve spent a lot of money.
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Do you know how much CISA has spent since it’s 
inception in 2018?

More than $13 billion.

We’ve spent a lot of money.
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Do you know how much CISA has spent since it’s 
inception in 2018?

More than $13 billion.

We’ve spent a lot of money.
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CISA spending has surpassed $13B
• 2018 - $1.9 billion
• 2019 - $1.7 billion
• 2020 - $2 billion
• 2021 - $2.25 billion
• 2022 - $2.9 billion
• 2023 - $3.1 billion
• 2024 - ???
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All this
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CISA spending has surpassed $13B
• 2018 - $1.9 billion
• 2019 - $1.7 billion
• 2020 - $2 billion
• 2021 - $2.25 billion
• 2022 - $2.9 billion
• 2023 - $3.1 billion
• 2024 - ???
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All this

Without 
this?
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CISA spending has surpassed $13B
• 2018 - $1.9 billion
• 2019 - $1.7 billion
• 2020 - $2 billion
• 2021 - $2.25 billion
• 2022 - $2.9 billion
• 2023 - $3.1 billion
• 2024 - ???
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We’ve spent a lot of money.

All this

Without 
this?

It should be no surprise that CISA does a lot 
of things all over the place. Good things sure, 

but to what end?!
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• ssss
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• ssss

Tackling risk is 
right, but…
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• ssss

Tackling risk is 
right, but…

A whole bunch of political BS and sophisticated 
words isn’t going to get it done though.
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• ssssTHE GOOD: We acknowledge that 
the game is risk management. It ALWAYS has been.
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• ssssTHE GOOD: We acknowledge that 
the game is risk management. It ALWAYS has been.

THE BAD: We DO NOT understand 
our risks.

Fundamentally, understanding risk 
requires an assessment of risk.
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• ssssTHE GOOD: We acknowledge that 
the game is risk management. It ALWAYS has been.

THE BAD: We DO NOT understand 
our risks.

Fundamentally, understanding risk 
requires an assessment of risk.

The place to spend the next information security dollar 
is where the most significant unacceptable risk is.
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• ssssTHE GOOD: We acknowledge that 
the game is risk management. It ALWAYS has been.

THE BAD: We DO NOT understand 
our risks.

Fundamentally, understanding risk 
requires an assessment of risk.

The place to spend the next information security dollar 
is where the most significant unacceptable risk is. All the other sh*t is 

window dressing.
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This leads 
everything else.
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https://www.cisa.gov/sites/default/files/2023-
01/StrategicPlan_20220912-V2_508c.pdf

Well worth 
the read.
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Highlights
• Using new authorities and resources provided by Congress, we 

deployed new technologies across nearly 50 federal agencies, 
with more coming online every month.

• Coordinated 713 CVD cases and produced 416 vulnerability 
advisories. (CVD = Coordinated Vulnerability Disclosure).

• Developed a new platform to drive down risk to the nation at 
scale (through the Joint Cybersecurity Defense Collaborative or 
“JCDC”).

• CSAC (Cybersecurity Advisory Committee) held four quarterly 
meetings and 94 subcommitee meetings and provided CISA’s 
Director with 53 recommendations.
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Highlights
• The CSRB (Cyber Safety Review Board) engaged with nearly 80 

organizations and individuals to gather insights, inform findings, 
and develop 19 actionable recommendations for government 
and industry to address the continued risks posed by 
vulnerabilities in the Log4j open-source software library.

• Held the 8th biennial Cyber Storm exercise, included more than 
2,000 participants from 33 federal agencies, nine states, 100 
private sector companies, and 16 partner countries to drive 
improvements in cybersecurity policy and plans. 

• Held the 1st School Safety Summit, 7,874 individuals registered, 
from all 50 states and 300 international attendees.
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Highlights
• Launched a 90-day pilot for a joint initiative called “Operation 

Flashpoint” in 2021, and the BMAP/Operation Flashpoint Team 
visited more than 8,368 retail spaces across the country during 
FY22.

• CISA mobilized resources such as its Protective Security Advisors 
(PSA) to reach out to all 108 Historically Black Colleges and 
Universities across the country to provide support. Developed 
new relationships with 56 HBCUs and received requests for 
assistance from 37 HBCUs.

• In April 2022, CISA, along with the Department of Homeland 
Security (DHS) Science and Technology Directorate (S&T), co-
hosted JamX22.
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Highlights
• Conducted 163 infrastructure security exercises around the 

nation with 14,260 total participants (54 more than 2021).
• Conducted nearly 1,830 Chemical Facility Anti-Terrorism 

Standards (CFATS) inspections across the country, which 
represents 57% of high-risk facilities, well exceeding the target of 
35%.

• Documented 2,500+ IED-related incidents; supported 27+ 
Special Events; and conducted 791 C-IED and Risk Mitigation 
training courses for 18,330 participants.

• Trained its 150,000th person in counterIED measures and 
techniques.
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Highlights
• Distributed 142,400+ C-IED Awareness Products. 
• Delivered 114 Active Shooter Preparedness webinars.
• Released the K-12 School Security Guide (3rd ed., 2022), 

downloaded more than 2,400 times in the 1st six months.
• Delivered 120 Infrastructure Visualization Platform products 

and collaborated on 42 Regional Resiliency Assessments 
Projects.

• Supported over 200 Infrastructure Survey Tool (IST) assessments.
• Formalized operational cooperation with several international 

partners through Joint Work Plans (JWPs) and Memorandums 
of Understanding (MOUs), including the UK, Australia, 
Singapore, Israel, the United Arab Emirates (UAE), and Ukraine. 
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Highlights
• CISA opened our first Attaché office. Based in London.
• CISA’s Office for Bombing Prevention collaborated with Romania, 

Mexico, Canada, the European Union, and the United Kingdom in 
addition to our work here in the U.S. 

• CISA Regional Offices supported 194 incidents and 197 special 
events this past year.

• Partnered with Idaho National Laboratory on an exciting Proof of 
Concept that tested the patented “CRIUS” CommCube 
technology.

• Added 123,236 new Wireless Priority Services users to CISA 
Priority Services.
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Highlights
• Facilitated 34 strategic workshops that advanced interoperable, 

cyber-secure and resilient emergency communications in 27 
states. 

• CISA triaged 37,875 cyber incident reports, acting on 2,609 
incidents requiring CISA’s assistance. 

• Worked with all 50 states, the District of Columbia, and the U.S. 
territories to secure the 2022 election, included hundreds of 
election infrastructure security assessments and cybersecurity 
vulnerability scanning in hundreds of jurisdictions.

• Tabletop the Vote, CISA’s annual National Elections Exercise, 
included more than 1,100 participants from 48 states, 16 federal 
agencies, and 18 sector partners.
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Highlights
• Facilitated 34 strategic workshops that advanced interoperable, 

cyber-secure and resilient emergency communications in 27 
states. 

• CISA triaged 37,875 cyber incident reports, acting on 2,609 
incidents requiring CISA’s assistance. 

• Worked with all 50 states, the District of Columbia, and the U.S. 
territories to secure the 2022 election, included hundreds of 
election infrastructure security assessments and cybersecurity 
vulnerability scanning in hundreds of jurisdictions.

• Tabletop the Vote, CISA’s annual National Elections Exercise, 
included more than 1,100 participants from 48 states, 16 federal 
agencies, and 18 sector partners.

See, I told you 
they do A LOT!
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In Fiscal Year 2022 (FY22), CISA and USCG conducted 121 
RVAs across multiple critical infrastructure sectors.
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Information security IS RISK MANAGEMENT.
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Information security IS RISK MANAGEMENT.
You CANNOT manage what you don’t understand,

and you CANNOT understand what you have not assessed.
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Information security IS RISK MANAGEMENT.
You CANNOT manage what you don’t understand,

and you CANNOT understand what you have not assessed.

Has CISA improved information security risk 
management and/or reduced risk or not? 

You can make a case either way, but it’s ONLY opinion.
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Information security IS RISK MANAGEMENT.

Has CISA improved information security risk 
management and/or reduced risk or not? 
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Information security IS RISK MANAGEMENT.

Has CISA improved information security risk 
management and/or reduced risk or not? 

If you want to answer the question, you MUST be able to answer this one…

What is the current state of information security in 
the United States?
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Information security IS RISK MANAGEMENT.

Has CISA improved information security risk 
management and/or reduced risk or not? 

If you want to answer the question, you MUST be able to answer this one…

What is the current state of information security in 
the United States?

Can this be answered? YES, absolutely it can.
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Information security IS RISK MANAGEMENT.
Complexity is the worst enemy of information security, but…

Something complex is only an aggregation of less 
complex components.
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Information security IS RISK MANAGEMENT.
Complexity is the worst enemy of information security, but…

Something complex is only an aggregation of less 
complex components.

You can manage a complex entity (like the United States) by breaking it down 
into its less complex components.

Let’s take one example.
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What do we look like to our adversaries?

We started with counties because we can easily show 
them on a map.

We started with external “attack surface” because it’s the 
place where most remote attacks are likely to begin AND it 
doesn’t require any assistance from the counties (it’s 
easy).
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This is where we’ll start because it’s easy to 
represent on a map.

We’ll start with external “attack surface” because 
it’s the place where remote attacks are more likely 
to begin AND it doesn’t require any assistance 
from the counties (it’s easy).
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This is where we’ll start because it’s easy to 
represent on a map.

We’ll start with external “attack surface” because 
it’s the place where remote attacks are more likely 
to begin AND it doesn’t require any assistance 
from the counties (it’s easy).

The current state of information security, related to U.S. 
county attack surface.
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This is where we’ll start because it’s easy to 
represent on a map.

We’ll start with external “attack surface” because 
it’s the place where remote attacks are more likely 
to begin AND it doesn’t require any assistance 
from the counties (it’s easy).

Counties needing help.
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This is where we’ll start because it’s easy to 
represent on a map.

We’ll start with external “attack surface” because 
it’s the place where remote attacks are more likely 
to begin AND it doesn’t require any assistance 
from the counties (it’s easy).

One guy, six VPSes, and $250.
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Answer the question, “what is the current state of 
information security in the United States?”
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Answer the question, “what is the current state of 
information security in the United States?”

Start simple, then expand and improve.

• Attack Surface: Go to cities, K12, critical infrastructure, etc. 
next.

• For Counties: Leverage what’s been done, go to the next 
place(s): continuous attack surface management, egress 
filtering, internal risk management, etc.
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Whole of Information Security Empowerment 
(WISE)
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Whole of Information Security Empowerment 
(WISE)

Without empowerment (and the implied 
accountability), there will be no significant change.

A risk management methodology to simplify that which 
is complex.
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Whole of Information Security Empowerment 
(WISE)

Without empowerment (and the implied 
accountability), there will be no significant change.

A risk management methodology to simplify that which 
is complex.
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Rather than complaining, we’ll keep 
trying to help.

• Starting work with counties to help, NOT to shame.
• Expansion to cities and K12, using the community.
• Next month, we start collaboration with CISA.
• Give away what we’ve done and build upon it.
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Or, to help.

Looking for adopters, collaborators, critical thinkers who 
are NOT wolves.

Contact:
• FRSecure (https://frsecure.com)
• SecurityStudio (https://securitystudio.com).

Thank you!

https://frsecure.com/
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